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Actions and roles are developed for each subsystem. The approach to the development of
actions and roles depends on each subsystem. All roles represent one or more actions.
Some actions are stand-alone and are not connected to a role. You are given this list to
provide some additional information about the privileges that can be assigned by a
Coordinator. While the list may not always be completely updated, it does provide you
with a better understanding of the range of options available.

Table 6-1 Roles and Actions for External Users

System  Role Role Description Action Description
Code

IAPPS COR Coordinator
IAPPS UPD Update
IAPPS IAUP  |IAPPS Update UPD Update
FASPHA COR Coordinator
FASPHA [AM  |REAC Assessment Manager DMS Create Draft Manual Submission
FASPHA DMS Create Draft Manual Submission
FASPHA |FID |REAC Finance Director DMS Create Draft Manual Submission
FASPHA |RFA |REAC Financial Analyst DMS Create Draft Manual Submission
FASPHA DRA Create/Save Draft Submission Data
FASPHA [FIA  |PHA Analyst DRA Create/Save Draft Submission Data
FASPHA |PID  |PHA Director DRA Create/Save Draft Submission Data
FASPHA |RFA |REAC Financial Analyst DRA Create/Save Draft Submission Data
FASPHA [SMT |PHA Submitter DRA Create/Save Draft Submission Data
FASPHA [AM  |REAC Assessment Manager CRM  |Create/Save/Submit Manual Submission
FASPHA CRM  |[Create/Save/Submit Manual Submission
FASPHA [FID |REAC Finance Director CRM Create/Save/Submit Manual Submission
FASPHA |AM REAC Assessment Manager APE Extension Request Approval
FASPHA APE Extension Request Approval
FASPHA |FID [REAC Finance Director APE Extension Request Approval
FASPHA |RFA |REAC Financial Analyst APE Extension Request Approval
FASPHA [AM  |REAC Assessment Manager RJE Extension Request Denial
FASPHA |FID [REAC Finance Director RJE Extension Request Denial
FASPHA [RFA |REAC Financial Analyst RJE Extension Request Denial
FASPHA RJE Extension Request Denial
FASPHA |CPV |[CPA Verification AA1 FASS Auditor Viewing Rights
FASPHA |AM REAC Assessment Manager APM Manual Submission Approval
FASPHA APM Manual Submission Approval
FASPHA |FID [REAC Finance Director APM Manual Submission Approval
FASPHA |RFA |REAC Financial Analyst APM Manual Submission Approval
FASPHA [AM  |REAC Assessment Manager RJM Manual Submission Denial
FASPHA |FID |REAC Finance Director RJM Manual Submission Denial
FASPHA |RFA |REAC Financial Analyst RJM Manual Submission Denial
FASPHA RJM Manual Submission Denial
FASPHA [AM  |REAC Assessment Manager RDO Read-Only Access
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System Role Role Description Action Description
Code

FASPHA [CPV |CPA Verification RDO  [Read-Only Access
FASPHA |FIA  [PHA Analyst RDO Read-Only Access
FASPHA |FID [REAC Finance Director RDO Read-Only Access
FASPHA [GUS |REAC Guest User RDO Read-Only Access
FASPHA [PID |PHA Director RDO Read-Only Access
FASPHA RDO Read-Only Access
FASPHA [RFA |REAC Financial Analyst RDO Read-Only Access
FASPHA [SAT |REAC Statistical Analysis Team RDO Read-Only Access
FASPHA [SMT |PHA Submitter RDO Read-Only Access
FASPHA [SYS [System RDO Read-Only Access
FASPHA |AM REAC Assessment Manager SMS Submit Draft Manual Submission
FASPHA [FID REAC Finance Director SMS [Submit Draft Manual Submission
FASPHA [RFA |REAC Financial Analyst SMS [Submit Draft Manual Submission
FASPHA SMS Submit Draft Manual Submission
FASPHA FIN Submit Finalized Submission Data
FASPHA [PID PHA Director FIN Submit Finalized Submission Data
FASPHA [SMT |PHA Submitter FIN Submit Finalized Submission Data
FASPHA AV1 View PHA Reports
FASPHA [FIA PHA Analyst AV1 iew PHA Reports
FASPHA [PID PHA Director AV1 \View PHA Reports
FASPHA [SMT |PHA Submitter AV1 \View PHA Reports
FASPHA |AA1  |FASS Auditor Viewing Rights
FASSUB AUC IAuditor Certification
FASSUB [CPC |CPA Certifier AUC IAuditor Certification
FASSUB COR Coordinator
FASSUB EXT Extension Request Submission
FASSUB [SUB |AFS Submitter EXT Extension Request Submission
FASSUB RES Resubmission Request Submission
FASSUB |SUB |AFS Submitter RES Resubmission Request Submission
FASSUB STB Review Request Status
FASSUB |SUB |AFS Submitter STB Review Request Status
FASSUB [SUB |AFS Submitter SUB Submit an AFS
FASSUB SUB Submit an AFS
FASSUB [CPC |CPA Certifier \VPS \View Previous Year AFS Data Submission
FASSUB [SUB |AFS Submitter PS \View Previous Year AFS Data Submission
FASSUB PS \View Previous Year AFS Data Submission
FASSUB |SUB |AFS Submitter WAV  [Waiver Request Submission
FASSUB WAV  [Waiver Request Submission
LOCCS COR Coordinator
LOCCS QRY Query
LOCCS REQ Requisition
LOCCS IYES 'Year End Settlement
LOCCS |ADM |Administration QRY Query
LOCCS |[QRY |Query QRY Query
LOCCS |ADM |Administration REQ Requisition
LOCCS [REQ |Requisition REQ Requisition
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Role
Code

Role Description

Appendix B. Roles and Actions

Action Description

LOCCS [ADM |Administration YES  [Year End Settlement
LOCCS [YES |Year End Settlement IYES 'Year End Settlement
M2M COR Coordinator

M2M M2M System User

M2M M2M  [Generic M2M Role M2M System User

MASS AAP IAccess all PHA screens
MASS APA IApprove Adjustments
MASS COR Coordinator

MASS DRA Create draft

MASS RDR Distinguishes REAC Director
MASS RJA Reject Adjustments
MASS AL alidate Draft

MASS MVL \Validate manual draft
MASS PHD [PHA Director AAP IAccess all PHA screens
MASS PHU [PHA User AAP IAccess all PHA screens
MASS RMD [REAC Management Assessment Director APA IApprove Adjustments
MASS PHD [PHA Director DRA Create draft

MASS PHU [PHA User DRA Create draft

MASS RMD [REAC Management Assessment Director RDR Distinguishes REAC Director
MASS RMD [REAC Management Assessment Director RJA Reject Adjustments
MASS PHD  [PHA Director AL \Validate Draft

MASS PHU [PHA User AL alidate Draft

MASS RAM [REAC Management Assessment Manager MVL alidate manual draft
MASS RMA [REAC Management Assessment Analyst MVL alidate manual draft
MASS RMD [REAC Management Assessment Director MVL alidate manual draft
MDDR IAEF IAccess election to assign forms
MDDR LPC Lender point of contact
MDDR MKS Make a submission
MDDR VWS  [View a submission
MDDR VWP [View public reports
MDDR HQO [MDDR Headquarters Oversight MKS Make a submission
MDDR LDR [MDDR Lender Submitter MKS Make a submission
MDDR HQO [MDDR Headquarters Oversight WS  |View a submission
MDDR LDR [MDDR Lender Submitter VWS  [View a submission
MDDR HQO [MDDR Headquarters Oversight VWP [View public reports
MDDR LDR [MDDR Lender Submitter VWP \View public reports
NASS COR Coordinator

NASS CRE Create Extension

NASS L1R Late Request

NASS AV1 \View PHA reports
NASS V3 \View Released Indicators
NASS V2 \View Released Scores
NASS CSC |Customer Service Center CRE Create Extension

NASS PHC [PHA Coordinator CRE Create Extension

NASS PHD  [PHA Director CRE Create Extension

NASS SMT  |PHA Submitter CRE Create Extension
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System  Role Role Description Action Action Description
Code Code

NASS PHC [PHA Coordinator L1R Late Request
NASS PHD  [PHA Director L1R Late Request
NASS SMT  [PHA Submitter L1R Late Request
NASS PHC [PHA Coordinator AV1 \View PHA reports
NASS PHD [PHA Director AV1 View PHA reports
NASS SMT  [PHA Submitter AV1 \View PHA reports
NASS IAM REAC Assessment Manager V3 View Released Indicators
NASS CSC  |Customer Service Center VV3 View Released Indicators
NASS FID REAC Finance Director V3 View Released Indicators
NASS PHC [PHA Coordinator V3 View Released Indicators
NASS PHD  [PHA Director VV3 \View Released Indicators
NASS PM1  [REAC Project Manager V3 View Released Indicators
NASS REC [REAC Management and Analysis V3 View Released Indicators
NASS RFA  [REAC Financial Analyst V3 View Released Indicators
NASS SMT  |PHA Submitter VV3 \View Released Indicators
NASS IAM REAC Assessment Manager V2 View Released Scores
NASS CSC |Customer Service Center V2 View Released Scores
NASS FID REAC Finance Director V2 View Released Scores
NASS GUS |REAC Guest User V2 View Released Scores
NASS PHC [PHA Coordinator V2 View Released Scores
NASS PHD [PHA Director V2 View Released Scores
NASS PM1  [REAC Project Manager V2 View Released Scores
NASS REC [REAC Management and Analysis V2 \View Released Scores
NASS RFA  [REAC Financial Analyst V2 View Released Scores
NASS SMT  |PHA Submitter V2 \View Released Scores
PASS COR Coordinator
PASS EMU Email Update
PASS VM Inspection View - Mortgagee
PASS RVW Review Inspection
PASS RPT Review Reports
PASS SCH Scheduling
PASS PEM [Pass Email Update EMU Email Update
PASS RIM  [REO Inspection - Mortgagee IVM Inspection View - Mortgagee
PASS PAM [PASS GTM RVW Review Inspection
PASS SCH |PASS - Scheduler RVW Review Inspection
PASS PIV Physical Inspection Viewer RPT Review Reports
PASS SCH |PASS - Scheduler SCH Scheduling
PASS-CLA[CGR NO1 Add Notification News
PASS-CLA[CDM  |PASS-CLA Administrator NO1 Add Notification News
PASS-CLA EV1 Verify Property Assessment Evaluation
PASS-CLA[CGR NA1 IActivate Contractor
PASS-CLA[CGR u3 IActivate Evaluator
PASS-CLA|CCT  |Contractor u3 IActivate Evaluator
PASS-CLA[CGR CA1 IAdd Contract
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System  Role Role Description Action Action Description
Code Code

PASS-CLA[CGR NA2 IAdd Contractor
PASS-CLA[CGR NA4 IAdd Contractor Address
PASS-CLA|CCT  |Contractor NA4 IAdd Contractor Address
PASS-CLA[CGR NAS IAdd contractor contact
PASS-CLA[CCT [Contractor NAS IAdd contractor contact
PASS-CLA[CGR NA3 IAdd contractor contact address
PASS-CLA|CCT  |Contractor NA3 IAdd contractor contact address
PASS-CLA[CGR NAG IAdd contractor financial
PASS-CLA[CGR A1 IAdd evaluator
PASS-CLA|CCT  |Contractor A1 IAdd evaluator
PASS-CLA[CGR A2 IAdd evaluator certification
PASS-CLA[CCT [Contractor A2 IAdd evaluator certification
PASS-CLA[CGR NO3 Delete notification news
PASS-CLA[CDM  |PASS-CLA Administrator NO3 Delete notification news
PASS-CLA|ICGR EA1 Evaluation add property assessment
PASS-CLA[CQC EA1 Evaluation add property assessment
PASS-CLA[CGR EA2 Evaluation add property evaluation
PASS-CLA|ICGR EA2 Evaluation add property evaluation
PASS-CLA|CGM EA2 Evaluation add property evaluation
PASS-CLA|CGR EPR Evaluation payment review
PASS-CLA[CGM EPR Evaluation payment review
PASS-CLA[CFO  [Financial Officer EPR Evaluation payment review
PASS-CLA|ICGR ED1 Evaluation remove property evaluation
PASS-CLA|CGM ED1 Evaluation remove property evaluation
PASS-CLA[CQC ED1 Evaluation remove property evaluation
PASS-CLA|CGR ERU Evaluation review schedule update
PASS-CLA[CGR ERV Evaluation review schedule view
PASS-CLA[CGM ERV Evaluation review schedule view
PASS-CLA[CCT [Contractor ERV Evaluation review schedule view
PASS-CLA|CCR  |Checklist Reviewer ERV Evaluation review schedule view
PASS-CLA[CQC ERV Evaluation review schedule view
PASS-CLA[CDM |PASS-CLA Administrator ERV Evaluation review schedule view
PASS-CLA|ICGR EU2 Evaluation schedule update
PASS-CLA|CGM EU2 Evaluation schedule update
PASS-CLAI|CCT |Contractor EU2 Evaluation schedule update
PASS-CLA[CQC EU2 Evaluation schedule update
PASS-CLA|CCT |Contractor ERC Evaluation schedule update contractor
PASS-CLA[CGR SR1 Evaluation schedule view
PASS-CLA|[CGM SR1 Evaluation schedule view
PASS-CLA[CCT [Contractor SR1 Evaluation schedule view
PASS-CLA[CCR [Checklist Reviewer SR1 Evaluation schedule view
PASS-CLA[CQC SR1 Evaluation schedule view
PASS-CLA|CDM SR1 Evaluation schedule view
PASS-CLA|CGR EU1 Evaluation update all
PASS-CLA|CGR SU1 Evaluation update schedule
PASS-CLA|CGM SU1 Evaluation update schedule
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System  Role Role Description Action Action Description
Code Code

PASS-CLA|CCT |Contractor SU1 Evaluation update schedule
PASS-CLA[CGR ER3 Evaluation view all
PASS-CLA|[CGM ER3 Evaluation view all
PASS-CLA[CCR [Checklist Reviewer ER3 Evaluation view all
PASS-CLA[CQC ER3 Evaluation view all
PASS-CLA[CDM  |PASS/CLA Administrator ER3 Evaluation view all
PASS-CLA|ICGR ER1 Evaluation view property assessment
PASS-CLA|CGM ER1 Evaluation view property assessment
PASS-CLA|ICDM [PASS/CLA Administrator ER1 Evaluation view property assessment
PASS-CLA[CQC ER1 Evaluation view property assessment
PASS-CLA|ICGR u2 Evaluator Certification Update
PASS-CLA|CCT |Contractor VU2 Evaluator Certification Update
PASS-CLA|CGR U1 Evaluator update
PASS-CLAI|CCT |Contractor U1 Evaluator update
PASS-CLA[CGR R1 Evaluator view all
PASS-CLA|CGM R1 Evaluator view all
PASS-CLA[CCT [Contractor R1 Evaluator view all
PASS-CLA|CCR  |Checklist Reviewer R1 Evaluator view all
PASS-CLA[CQC R1 Evaluator view all
PASS-CLA[CDM |PASS/CLA Administrator R1 Evaluator view all
PASS-CLA[CGR R2 Evaluator view certification
PASS-CLA|[CGM R2 Evaluator view all
PASS-CLA|CCT  |Contractor R2 Evaluator view all
PASS-CLA[CCR [Checklist Reviewer VR2 Evaluator view all
PASS-CLA[CQC R2 Evaluator view all
PASS-CLA[CDM  |PASS/CLA Administrator R2 Evaluator view all
PASS-CLA[CGR 1A1 Invoice generate
PASS-CLA|CCT |Contractor 1A1 Invoice generate
PASS-CLA[CGR IA2 Invoice review level 1
PASS-CLA(ICFO |Financial Officer IA3 Invoice review level 2
PASS-CLA|ICGR U1 Invoice update
PASS-CLA|CCT |Contractor U1 Invoice update
PASS-CLAI|CFO [Financial Officer 1U1 Invoice update
PASS-CLA|CGR U3 Invoice update line item detail
PASS-CLA|ICGR U2 Invoice update line Item
PASS-CLA|CCT  |Contractor IR2 Invoice view
PASS-CLA[CGR IR1 Invoice view all
PASS-CLA[CDM  |PASS/CLA Administrator IR1 Invoice view all
PASS-CLA[CFO  [Financial Officer IR1 Invoice view all
PASS-CLA|CGR JO3 Package contractor
PASS-CLA|CGM JO3 Package contractor
PASS-CLA[CDM |PASS/CLA Administrator JO3 Package contractor
PASS-CLA[CFO  |Financial Officer JO3 Package contractor
PASS-CLA|CCT |Contractor JO3 Package contractor
PASS-CLA|CGR J13 Package help
PASS-CLA[CGM J13 Package help

Page 6-6




Appendix B. Roles and Actions

System  Role Role Description Action Action Description
Code Code

PASS-CLAI|CCT J13 Package help
PASS-CLA[CCR [Checklist Reviewer J13 Package help
PASS-CLA[CQC J13 Package help
PASS-CLA|ICDM [PASS/CLA Administrator J13 Package help
PASS-CLA|CHA  [Housing Authority J13 Package help
PASS-CLA[CFO  [Financial Officer J13 Package help
PASS-CLA[COH  [Office of Lead J13 Package help
PASS-CLA|CGR J11 Package home
PASS-CLA|CGM J11 Package home
PASS-CLA[CCT J11 Package home
PASS-CLA[CCR [Checklist Reviewer J11 Package home
PASS-CLA|ICDM [PASS/CLA Administrator J11 Package home
PASS-CLA[CHA  |Housing Authority J11 Package home
PASS-CLA[CFO  [Financial Officer J11 Package home
PASS-CLA[COH  [Office of Lead J11 Package manage contract
PASS-CLA|CGR J02 Package manage contract
PASS-CLA CGM J02 Package manage contract
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Business Rules are used by WASS to assign privileges are described in a series of Tables that
relate to the several functions. Table 5-1 describes a sampling of the rules for managing
relationships with Business Partners.

Table 5-1 Maintain Business Partner Business Partner Business Rules/Functional Requirements

Requirement Description

A BPR Coordinator cannot activate or terminate user IDs of a BPR organization. Only Original Coordinators can activate or terminate
user IDs from his organization

An Original Coordinator may deactivate a BPR Coordinator, but a BPR Coordinator cannot deactivate an Original Coordinator
A Super Administrator and System Administrator can activate a BPR Coordinator without entering an activation key code

An individual must first be an Original Coordinator in order to initiate a request to be granted BPR Coordinator status

The CEO of an organization must approve the request for a BPR before a BPR Coordinator can be activated

A Tax ID/SSN/PHA ID must be a valid HUD trusted business partner to be accepted for a business partner relationship

Only a Super Administrator or System Administrator can activate a deactivated BPR

An Original Coordinator can activate a requested BPR Coordinator

A Super Administrator or System Administrator can activate a BPR without entering the activation key code

An Original Coordinator or BPR Coordinator must enter the activation key code to activate a BPR

Only a System Administrator or Super Administrator can deactivate a requested BPR

Table 5-2 provides some of the Business Rules that describe assignment of roles and actions.

Table 5-2 WASS Business Rules/Functional Requirements

Requirement Description

ASSIGNMENT

Coordinator/System Administrator must do User Maintenance - Role Assignment function on User before a PHA Assignment can be
completed for User.

Coordinator/System Administrator must do User Maintenance - Role Assignment function on User before an Assistance Contract
Assignment can be completed for User.

Coordinator/System Administrator must do User Maintenance - Role Assignment function on User before a Property Assignment can be
completed for User.

Coordinator can only assign to User property that Coordinator represents

Coordinator can only assign to User PHA that Coordinator represents

Users can only be assigned to property that is owned by the individual or organization under which they are registered

(identified by TIN/SSN)

Selection of property to assign may be based upon property ID, FHA number, or Contract number.

Limit of 150 PHAs can be assigned to external Users. There is no limit to number of PHAs that can be assigned to internal Users.

In order for a Coordinator to assign Users to contract(s) the participant(s) the Coordinator represents must own property that have contracts
on contract participant table.

System Administrators must select either a PHA ID or State for assigning PHA to User. Coordinators have the option of leaving the PHA
1D and State fields blank in PHA Assignment.

User ID being assigned to property, PHA, contract, or participant must be active.

A maximum of 250 participants can be assigned to a User.

Systems Administrators and Super Administrators are the only ones that assign systems. The
System Administrator can only assign USERS to his subsystem. It is a function that used to exist
on a prior version of WASS. In WASS 3.0.0.0 it is a limited function. Most of the required
system assignment is done through the registration process. This precludes assignment of
systems that do not relate to the responsibilities of a Coordinator or a Regular USER.
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Table 5-3 Maintain System Business Rules

Requirements Description

An individual must to be a Super Administrator (SA) in order to perform System Maintenance
A system cannot be deleted until all roles that are associated with the system are deleted

In order to do a System Delete an SA must also be the administrator for that system

A role cannot be deleted if it is used by another system

Group Maintenance is the only System Maintenance function that Coordinators can perform

User accounts are monitored. Table 5-4 provides the reasons for terminating an account and
reasons for reactivating an account.

Table 5-4 Reasons for Terminating and Reactivating a User Account

Description for Terminating a User Account Reasons for Reactivating a User Account
Resigned from employer Unlocked account

Terminated by employer Hired by employer

Locked by WASS because of inactivity Re-hired by the employee

Locked by WASS because of excessive Changed positions at the employer
failed login attempts

Changed positions at the employer Some other reason that is listed above

Table 5-5 describes the business rules for processing a request for access to subsystems.
Satisfaction of the conditions described will provide access.

Table 5-5 Business Rules for Processing User Authentication

Users must provide a valid Active User Id and password combination to login to WASS system.

Internal User’s User Id/Password combination is checked for existence on the user information table.

External User’s User Id/Password combination is checked for existence on the Lightweight Directory Access Protocol
(LDAP). The LDAP is a database with all the User ID and passwords.

The user information table is only checked for the existence of the User Id.

Internal and External Users must exist in the user information database and have an active status.

External Users must also exist on the LDAP.

If WASS login fails, increment the counter for that user.

If the number of failed login attempts exceeds the limit, then lock the account and notify the user. Otherwise, you will be
notified that the user ID and password are invalid.

If WASS login is successful, display WASS Main Menu to the User.

If User is External, display popup message about browsers then Display legal warning screen before displaying WASS
Main Menu.

If User’s password is ‘password’ OR User’s password is expired (unchanged for 21 days) then, prompt user to change
password before logging into WASS.

If User is an Inspector AND an USDA User, then display PASS USDA Menu instead of WASS Main Menu.

Table 5-6 provides explanations about how WASS decides whether to let you establish a secure
connection. LDAP is a type of directory that stores a list of authorized users.

Table 5-6 Output Requirements to Determine System Links for User

Description \

To authenticate Users, WASS queries the user information specified by the user in the User Input Requirements.
External Users must also exist in the LDAP.
If WASS login is successful, display WASS Main Menu to the User.
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4 USING the SYSTEM (Online)

The Web Access Security Subsystem (WASS) consists of a Secure Connection and a
Secure Systems component. The Secure Connection includes the registration process and
the login. Once you have successfully logged in, you are managed by the Secure
Systems component of WASS.

4.1 Registration

Registration is completed online. As an external first time Regular USER, you will
register online by opening a Netscape browser and going to the URL:
www.hud.gov/offices/reac/online/reasyst.cfm. The Online System Login Screen
provides information about online systems, login, online registration, and password reset.
There are also some tools to facilitate your use of HUD subsystems. The web registration
process is only for external users.

On this screen you will click on the = Onfine Regitration button as shown in Figure 4.1.

Online Systems - HUD - Metscape

File Edit “iew Go Communicator Help

Homes &

™
Text only | Translate | & h /ind
Cor!’}munltlt?s Real Estate Assessment Center exEonly:-Feanslateri=Search,index
= Horme > About HUD > Real Estate Aszezsment Center > Online systerms
Real Estate online systems
Assessment Center
About REAL
Business area products ATTENTION USERS OF REAC =f= E-mail this to a friend
Business paritners OMLIME SYSTEMS! % Prnt version
@i SpsienTs The REAC software ’
c":“";"" questions subsysterns will he down for System Alert
C. . - B
endar i upgrade and maintenance frorm 8:00 PM EST on Existing users log in below
Industry user guides i " .
Library Friday, July 19, until approximately 8:00am on
Eleenmy Sunda}f, July 21, F'Ieasg plan your_schedulgs LOG IN !
Tt accardingly. We apalagize far any inconvenience
i this may cause.
T.echnlcal suppart ¥ Need to access HUD systems? —
Contactus Register below:
HUD news Onkine Regitration|
_—

* JUNE 21, 2002 RASS EXTENDS UNIT
ADDRESS CERTIFICATION DEADLIMNE
Communities FORFYE 12/31/01 & 3/31/02. Due to
the technical difficulties that PHAsS have ::"E’ Password reset will require you

A q R . . provide exact information from
Working with HUD reparted while entering data in the PIC

system, the deadline for Unit address
Certification in RASS has been extended
one week. At this time, Unit Address
Certifications are due as follows: Mew

Homes
PASSWORD RESET

your orginal regist-ation.
Resources

Tools

Vebcasts Deadline for 12/31/01 PHAs - July 12, 2002 v =
& == |Dacument: Done =| == |
EﬂSlalt”J & |J Iﬁ Online Systems - HU._. | @' New Memo - Latus Notes | ||E<ﬂ§:j)@. 7:52 PM

Figure 4-1 Online System Login Screen for WASS

The “Need A User ID” screen (Figure 4-2) is displayed and is the place where you need
to select one of the three applicable secure connection registration forms: Multifamily
Housing Entity, Public Housing Agency, or Independent User. Select the applicable link
to display the registration form.
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Homes &
Communities

US. Department of
and Urban De

Textonly | Translate | Search/index

Real Estate Assessment Center

Horme = About HUD = Real Estate Assessment Center > Online systerns

Real Estate NEED A USER ID?

Assessment Center

About REAC ) R )
L Complete registration instructions are
Business area products

BlSinece partiare available, or go_chrectly to t_he appropriate
Online systems secure connection registration form.

== E-mail this to a friend

Print version

Common questions

Calendar b Multifamily Housing Entity
Industy user guides b Public Housing Agency
Library ¥ Independent User
Directory

Training

Technical support

Contact us

Figure 4-2 Need a User ID?

It is critical that all the information is entered accurately. The registration process takes
approximately a week for Coordinators to receive their IDs through their Business
Partners. External Regular USERS can contact their coordinator the day after
registration to have their User IDs activated and to have access privileges assigned to
them. Errors in the registration process could delay access to systems for several weeks.

The registration form in Figures 4-3 and 4-4 is for Public Housing Authority registrants.
This registration form is for organizations that have a Public House Agency (PHA) ID.
The PHA ID is entered as the Organization ID. If you use the Multifamily registration
form (Figures 0-5 and 0-6), you will enter a Tax Identification Number (TIN) or Social
Security Number (SSN) for the Organization ID. For the Independent User, the
Identification Number is the user’s Social Security Number.
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PH r'\

Coordinator and User Registration

To apply for a Svstem Coordinator 1D, check the "Coordinator” radio button, (il out the form below, and click Send
Application when yvou are through. Upon verification of the information below, an 1D will be assigned and mailed o
the Executive Dinector of the PHA specified balow. The pazsword will ot be disclosed, so make sure vou remem ber
will

To apply for a regalar User T, check e *User® radio button, Gl ot the form below aed click Send Application when
vaur ane through. Upon verification of the infonnation below, a user 1D will be assigned, ad the System Coordinator of
the FHA specified below will retrieve the wser IR The password will not be disclosed, so make sure you remember it}

Ao rermaimnber:
Yarnimgs Mdisuwse of Feserad Sytrmarion of this Web sie fails wrecer the provicions of Ticke 18, Cined Sies Code, seetion JO30, This kaw
specifles pevaliies for ecesding auiorined access, afferarion, shmape ar desbruction of inforsation reslding on Federal Compasters.

Application Type: [ERaa TN BT ]

First Name:

Middle Initial:

Last Name:

Sockal Security Number: - o

Organization Information

« Provide the maine of the Public Housing Authority vou reprosent
» Prowvide the Mumber of the Public Housing Authority you represent

Organization Name:
Organization 10:

Provide vour e-malil address.

o [nclude your e-mail user name, the (@ sign and [servicename comdedworgmet’ete | For example:
Jsmithiaol.com, johndoeaadvoorg, hidbidaprodigy. com.

E-muil |
Auldress:
Choose a Password.
» Youwill enter vour password each time you use this service. Your password should be 6 charsciors i length and

should be comprised of letters and numbers (for example, brad®3). Do not use pascisation or special charmctors,

tant: Your pazswornd will be recorded EXACTLY as vou type it so make a note if you enber o apper and

Figure 4-3 Online Registration

Passwaord:
Re-enter Password for Verification:

Mother's Maiden Namie

# Please provide this information for fufwre verification when processing password resel requests.

Mother's Malden Name:

[ Send Application ||| Clear Fickds |

Figure 4-4 Online Registration (Continued)
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As you are filling out the online registration form, make sure you fulfill the registration
requirements described in Table 4-1. After verifying your information click on the
Send Application | button and a confirmation screen like Figure 4-5 will appear.

System Coordinator Registration

SYSTEM COORDINATOR REGISTRATION CONFIRMATION:

Farst Nawie:! RICHARD

Midldfe Inirial: L

Larst Name SI\-IFT[SUN

Nociald Necuriiy Nuwiber: 111-21-3333

Chrgamization Name: HOUSING AND COMMUNITY DEV
Ohrgamization 1 QOOI00000

F-nicril Address: smithiework.com

Muothers Maiden Name WERR

You are registening as a Participant Coordinator for the Participant HHA Wilson
APARTMENTS PROJECT, INC. - 990300000

Please confirm the following address for HHA WILIKINA APARTMENTS PROJECT, INC..

677 KING 8T
HONOLULU HI 96813

Your requested Coordinator ID or activaton code number will be mailed to the above address associated
with the property owner, PHA or other HUD program paricipant vou seek to represent as a coordinator
You will need to obtain vour IDVeede number from the program participant’s CEQ or Executive Direclon
at this address. If vou do not recogmze this as a current, complete or correct address associated with the
HUD program participant vou seek fo represent, please cancel this application and have the program
participant contact the appropriate HUD field office representative 1o obtain a clanfication or correction
of the address. If you do not know the HUD field office contact for this program participant,
commumicate your address concem to the REAC Customer Service Center, via the below e-mail click
box at REAC_CSC. Please provide your name and daytime phong number.

I Confirm / Submit I Cancel Application

Figure 4-5 Registration Confirmation

If you are registering as a Coordinator, it is important to confirm the name and mailing
address of the Organization with whom you are registering. Your requested Coordinator
ID or activation code number will be mailed to the address associated with the property
owner, PHA or other HUD program participant you seek to represent as a Coordinator. If
you do not recognize the information as a current, complete or correct address associated
with the HUD program participant you seek to represent, please cancel this application by
clicking on the  cancel Application | button and have the program participant contact the
appropriate HUD field office representative to obtain a clarification or correction of the
address. If you do not know the HUD field office contact for this program participant,
communicate your address concern to the REAC Customer Service Center, via E-mail at
REAC CSC@hud.gov. Please provide your name and daytime phone number in the E-
mail.
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Table 4-1 Registration Requirements

Registration Requirement Description

The CEO or Executive Director of every trusted business partner must designate a Coordinator to serve
as his/her representative in controlling access to the system and performing other system administration
functions.

There will be a limit of two Coordinators for a particular trusted business partner.

A registration application must indicate whether application type is User or Coordinator.

Every application must provide the applicant’s first and last name. Middle initial is optional

Every application must provide the applicant’s social security number

A PHA application must provide the name of the PHA organization the applicant represents.

A PHA application must provide a valid PHA organization number of the organization the applicant
represents.

Every application must provide a six character password

Every application must provide the maiden name of the applicant’s mother.

Only one user ID may be generated for the same user. A user ID is uniquely identified by a user’s
SSN.

The Coordinator is responsible for informing USERS of their user ID.

A multifamily application must provide the name of the HUD-registered Organization or Individual the
applicant represents.

A multifamily application must provide the Tax Identification (TIN) or Social Security Number of the
HUD-registered Organization or Individual the applicant represents.

A multifamily application must specify whether the HUD-registered entity they represent is an
organization or an individual.

The TIN submitted on a multifamily application must be a HUD approved business partner.

The PHA organization number submitted on PHA application on must be a HUD approved business
partner.

An appraiser must be a HUD approved Single Family Appraiser in order for his/her registration
application to be valid.

An AQA contractor must be a contractor of record with HUD in order for his/her registration
application to be valid.

After carefully completing the registration form and checking it for accuracy, click on the
confirm/submit button to submit it for processing by WASS.

Coordinators should contact their Business Partner in about a week to confirm a
successful registration. The Business Partner will provide the Coordinator the User ID
necessary to access WASS and allow the Coordinator to assign user privileges for the
subsystems. While the Coordinator has extended privileges to perform system
administration functions, the Coordinators use subsystems just as any Regular USER.

Regular USERS should contact their Coordinators to inform them that their registration is
complete. The Coordinator can find and provide the Regular USER his User’s ID and
make access assignments of roles and actions the next day after the registration. After
your Coordinator assigns your access privileges, the Regular USER can Login and begin
work. Select Login and the Challenge box appears. You are now accessing the Secure
Connection portion of WASS. Enter your User ID and password and click on the DK|
button. The Secure System Main Menu displays links to the HUD/PIH-REAC Systems
based upon the privileges (roles and actions) assigned to you by your coordinator.
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Figure 4-6 User Login and Challenge Box

A Regular USER does not have access to System Administration functionality except for
the Change Password function. Coordinators, individuals who work for the Help Desks,
System Administrators, and Super Administrators are the only users who see the other
system administration functions. The number of System Administration functions that
appear for users who have expanded system administration functions vary depending on
their responsibilities.

4.2 System Administration Functions

User Maintenance is the first System Administration step for a Coordinator setting up the
privileges for a Regular USER. Actions, groups, and roles must be assigned for the
different systems before assigning contracts, property, or PHAs to a Regular USER. The
User Maintenance function is found under System Administration. See Figure 4-7.

Secure Systems Main Menu - Hetscape
Fi Edit “iew Go Communicator Help

A Main Menu
|

Secure Systems

Systems

- Active Partners Perdormance Svstem (APPI)

+ Financial Assessment Subsnission - PHA (FAZPHA)

+ Financial Assessment Subsvstem - hMultifamily Heousins(FASSTIRE)
- Lender Assessment Subsvstem (LAZE

+ Line of Credit Control Svstern (LOCCEN

+ Manasement Assessment Subsystern (WASEY

+ dMark -to-Tdarket (2A2T10D

elcome 1

system + fultifarmily Insurance Clairns Svstem (MJECE)
administration + Physical Assessment Subsystem (PASE)
+ Physical ITnspections

Maintenance - Public Housing Assessment Svstem: Scores and Status (TASSY
« PHA Assignment

:::-;f:n::'e“t + BEeal Estate Managsement Svstem I s
* w& + Eesident Assessment Subsystem (BEASSD
+ Property Assignment - - -

Maintenance - Zingle Family Appraisal Subsystem (S AZ3)

. it
User Activity Report + Tenant Assessment Zubsystern (TAZE)

* User Maintenance

[ == |Dacument: Done = e T = o 2 oz
=R Slall”J -y |J @Secule Systems Main | @ Richard G. Maynard - Inbo...l B9 Privacy Qusstion.doc - Mi... I “ﬂ(ﬂ&@)’@ 12:28 PM

Figure 4-7 System Administration and User Maintenance Function
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4.2.1 User Maintenance

Regular USERS depend on a Coordinator to change access privileges. The Regular
USER’s only System Administration function is to Change Password. Coordinators use
a series of screens to find users and assign access privileges for Business Partners,
properties, contracts, PHAs, groups, roles, and actions.

Table 4-2 User Maintenance Functions for Coordinators

Name of System Maintenance Action Description

Assistance Contract Assignment Maintenance Assign or unassigns a contract to a Regular USER
Business Partners Maintenance 1. Assigns a Regular USER to a Business Partner

2. Adds or deletes a Business Partner relationship
PHA Assignment Maintenance Assign or Unassign PHA to a Regular USER
Maintain User Information Edit the descriptive information for a Regular USER
Maintain User Profile - Actions Assigns or unassigns actions to a Regular USER
Maintain User Profile - Groups Assigns or unassigns a Group to a Regular USER
Property Assignment Maintenance Assigns or unassigns property to a Regular USER

4.2.2 User Maintenance - User Search/Selection

Figure 4-8 shows the initial screen after selecting the User Maintenance link. This screen
allows the Coordinator to search for a User ID. When the Regular USER completes the
registration form, the Coordinator can use information about the Regular USER to find
the Regular USER’s User ID.

The Search Function only displays Regular USERS to the Coordinator for those Regular
USERS that share a common Business Partner with the Coordinator. Also, all
Independent Users are displayed if the Coordination marks the check box to search for
Independent Users.

e 1=l x|

tor Help  <&Send

ﬁ’ } System Administration housing | mail | help | search | home
L

Secure Systems

User Maintenance

iOn this form, you can either search for a User
by User ID, or search for Users by entering your search criteria.

Search by User ID
To search for a User by User ID,
enter a User ID and then click the “Search for User™ button.

User ID ‘

Search for User |

Search Users
Te search for a User, enter at least one search criteria

and then click the “Search Users” button

First Name

Last Name

I [check here to limit search to Independent Users

Search Users Cancel |

El== [Document: Done

Figure 4-8 Initial User Maintenance Screen

Coordinators represent the business partner and monitor/assign/unassign the roles and
actions of USERS associated with his Business Partner. The business practice associated
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with a business partner and one or more subsystems is the concern of the business partner
and the Systems Administrators for the subsystem. The list of roles and actions available
for assignment to external USERS is shown in Appendix B.

Secure Systems provides the Coordinator with the online capability to update USER
Information and to add/delete/modify USER access privileges. WASS manages access
based on the registration process, preferences of the business partner, and the decisions of
the Coordinator. Secure Systems is not involved in the management of the data flows
between USER and any of the other PIH-REAC or HUD subsystems/systems.

Table 4-3 lists the Maintain User Information screens. These are the screens that
essential for making assignments for contracts, Business Partners, and property.

Table 4-3 User Maintenance Screens

User Maintenance Screens Descriptions

Figure 4-10 Edit User Information
Figure 4-13 Assign/Unassign Actions
Figure 4-16 Assign/Unassign Groups
Figure 4-19 Assign/Unassign Roles

4.2.3 Maintain User Information

To maintain a Regular USER’s information, select the Maintain User Information link
under the System Administration menu. Search/select the desired Regular USER as
described in Section 4.8.1 above. The Maintain User screen is displayed with the
selected USER’s information. To edit the USER’s information select the Maintain User
Information from the Choose a Function pull down list.

A ' System Administration Reusteng | el | heip | sesrch | Bome
|

Secure Systems

Maintain User MMOODOO

U=sr Information :
Usar 10 |ROOOO0

First Mame |[olin
Pkl Initial (T

Last Maran | [oe
Usor Biatus | Achee

[ Coordinstor |Yes
ngslanrn |

administreation User Type |Business Partaer

i i & o 0 Sras T
" Asrimmment bsintan sss Chogse s Function
+ Bupingsy Faringry ok N

Flainienanie hﬂﬂl! L3N |.|"al.:"l Inifo I""l-ClEI!:II:I _ ;II
r Papprrard Lhange Azpmtance Cordract Sxzeignmerd Manienance

Suisiness Parnars Maintananse

Bimintain Liees Bformabion

Bdaintain Ueee Profile - Aclsans %
Saintain User Profile - Sroups
miaintain Liser Roles

Propaty Aaseynrnenl Manlananca

Figure 4-9 Maintain User Information
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After clicking on the = Submit | button the Edit User Information screen is displayed for

your edits. Edits can be made to the Regular USER’s name and email address. If the
USER’s SSN is incorrect, follow these steps: Step 1: Contact the TAC to provide the
updated SSN. Step 2: The TAC will validate your request and contact one of the Super
Administrators to make the update.

If the USER is no longer associated with your Business Partner (For example,
employment is terminated) you can terminate a USER’s access to Secure Systems by
selecting Terminated from the User Status pull down box. This can only be done if the
Regular USER is not working for any other Business Partner.

System Administration howsing | mall | help | search

Secure Systems

Edit User Information for User Mooooo

[Please enter Usar Information
User 1D (200000

First Name IlJohn

Middle Initial |[E'

e I T
ST rMother's Maiden Name |hnaid¢nsmrth

administration

|
| Last Name || Doe
|
|

Email Address ||

uUser Status |ACTIVE o
+ Basswenrd Change

- Proparty Assignavent User Type |[Buzinessz Fartner
el it n ancae

= Usar haintenanca

The user is a coordinator for one
or more systems and cannot be remowed.

The user has active or pending relationships.
You cannot remove the user as a Coordinator.
Coordinator [Yesz

« Financial Assnssmeant TINSSSMN |[ 000000004, 000000002 ]
Submysbom - Multifamily

Figure 4-10 Edit User Information

After making the desired changes, click on the Save | button. A transaction confirmation
screen will be displayed confirming the updates.

A ucces ol Trans action

You have successfully edited MODDOD

o

Figure 4-11 User Edit Transaction Confirmation
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4.2.4 Maintain User Profile — Actions

4.2.4.1 Assignment of Actions

Assignment of User Actions provides the Regular USER with the privileges necessary to
accomplish his work with a PIH-REAC or HUD system. Actions include such privileges
as create draft, access all screens, validate drafts, make submissions, and approve
adjustments (See Appendix B for a listing of assignable actions).

To assign/update actions for a USER, first search/select the USER as described in Section

4.2.2 above. On the Maintain User Information Screen select Maintain User Profile —
Actions from the Choose a Function pull down list.

System Administration Bouing | man | help | search

Secure Systems

Maintain User MOO000D

User Information
User ID (M O00O0O0
First Name |lohn
Middle Indtial J
Last Name Doe
User Status  Actve
Coordinator  Yes

Adsieament Haintraan User Type Busmess Partner
= MRS P Choose a Function

+ Bagaard Chanes T
B0 | Mairiain User Profile - Actions =]
[EECLE et Assistance Confracl Assignmen Mainleénance

* Ugar raigben i Business Parrers Martenance
Maentam User information

Maantam Liser Profile - Groups
R ] Waonian Llger Pales
« Pinamcial Assesament Properly Assignment Mainlenance

:'Euhhbl-ﬁl 1 ”Hllil’-ll—i!

Figure 4-12 Maintain User (Maintain User Profile - Actions)

After clicking on the Submit | button, the Assign/Unassign Actions screen is displayed
for your edits to the USER’s Profile.
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secure Systems
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| User Information
User ID WL 00000
Flrst Mamea | lohn
Mibddle Iritial T
Last Name [oe
User Staus | Achve
Coordinator | Yez
system
administration User Type Busmes:s Partner ;
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™
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| FASSUD - Financial Assessment Subsyst. Submission
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F COFE - Coeordinator
" EXT - Extension Rt:|u¢sﬁ Subirdssaon

e 7 RES - Rembmingion Brmusst Suhrmisson

» Financlal Acsnssment

Figure 4-13 Assign/Unassign Actions for Regular USER

Assign the User actions for the desired subsystem by clicking on the check box next to
the desired action(s) under the appropriate subsystem(s). After clicking on the

Assign/Unassign Actions | button at the bottom of the screen the following

transaction confirmation screen is displayed

UCCE 5ful Transa ction

You have successfully assigned funassigned action(s) to user MMIO0D00,

oK|

Figure 4-14 Assign/Unassign Action(s) Transaction Confirmation

4.2.4.2 Unassignment of Actions

To remove actions from a Regular USER, you follow the same steps for the assignment
of actions except the last step. For the last step, you click on the checked box next to the
desired action(s) and this will remove the existing check next to those actions and after

clicking the Assign/Unassign Actions button the Regular USER will no longer
have the Actions you just unassigned.
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4.2.5 Maintain User Profile — Groups

Some systems (For example, M2M and MDDR) have set up Groups to which USERS
may be assigned. Assignment of a Regular USER to a Group(s) is another way to
provide a Regular USER a set of privileges already assigned to any member of the
Group.

4.2.5.1 Assignment of Groups

To assign/unassign a Regular USER to a Group(s), first search/select the Regular USER
as described above in Section 4.2.2, User Maintenance — User Search/Selection. On the
Maintain User Information Screen select Maintain User Profile — Groups from the
Choose a Function pull down list.

System Administration moualng | man | help | search

Secure Systems

Maintain User KMOOODD

User Information
User ID W 00000
First Name Jl:hl'l
Middle Initial J
Lost Nome | Doe
User Status  Actve
Coordinator | Yes

s MEslstance Contract User Type

fssletan 7 vpe Busmess Parmer

5 B'j:.ghny:_:"_i:nﬂi Choose a Fun:lﬂt_:-n

* Bazseed Chanoe Jeoe |

o R | Mairiain User Profile - Actions =]
[EECLES e Agssistance Contracl Assignmenl Mainlgnance

= LE oy ol ot gy Busingss Parners Mantenance

Masntam User information
Martain Uner Prolile - Aot

VT SR MDES

» Einancial A Sk P Assign i
grr:.‘df:.-h. -’Eu’tmii ||:|FP|'1_'|' ssignment Mainlenance

Figure 4-15 Maintain User (Maintain User Profile - Groups)

After clicking on the Submit | button the Assign/Unassign Groups screen is displayed
for your edits to the USER’s Profile.
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Figure 4-16 Assign/Unassign Groups

Assign the User Groups for the desired subsystem by clicking on the check box next to
the desired Group(s) under the appropriate subsystem(s). After clicking on the
Assign/Unassign Groups |button at the bottom of the screen the following

transaction confirmation screen is displayed.
|
Successful Transaction ;

}Ynu have successfully assigned funassigned group{s) to user w0000,

oK

Figure 4-17 Assign/Unassign Groups Transaction Confirmation

4.2.5.2 Unassignment of Groups

To remove a User from a Group, you follow similar steps as for the assignment of
Groups; however, you click on the check box next to the desired Group(s) and this will
remove the existing check next to those Groups and after clicking the

Aszsign/Unassign Groups | button the USER will no longer be a member of the

Groups you just unassigned.

4.2.6 Maintain User Roles

Another approach to granting access privileges is to assign roles. Roles have associated
Actions such as create draft and query system as we observed in Assign Actions. The
assignment of roles and actions depends on the culture of a specific system. The
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assignment of roles is a necessary first step before assigning contracts, PHAs, and
properties.

4.2.6.1 Assignment of Roles

To assign/update Roles for a USER, first search/select the USER as described in Section
4.8.1 above. On the Maintain User Information Screen select Maintain User Profile —
Roles from the Choose a Function pull down list.

Sscure Systams

System Administration Beualng | mall | help | search

Maintain User MODDOOD

| User Information
User 1D W 00000
First Name Llohn
Middie Initial ]
Last Name | Doe
User Status | Actve
Coordinator  Yes

e e ASPE Ve b | actder

g :
- Budlaeds Naitn Chaese a Function

+ Pagawsil Chanas |I'I.I'IainEin User Roks |

e Pl It L3
* Malntenangse [Azsiatance Contract Assignment Mainlenance
# Usay Malmbanancs [Busingss Partness Mainlenance
Baintain User Inforration
t:a-nlam User Profile - Actions
Itantain Wser Profile - Groups

[ Aaintain Uzer Roles

= Pin As : ; b
| Furf.."'ﬂf.!... aesamical [Property Assignmant Maintananc

Figure 4-18 Maintain User (Maintain User Roles)

After clicking on the Submit | button the Assign/Unassign Roles screen is displayed for
your edits to the USER’s Profile.
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System Administration humsing | mail | el | search | heme

Secure Systems

Assign/Unassign Raoles for User MODD0DD

User Information
UserID hOOO00
First Name John
mMiddle Initial T
Last Mame [os
User Status  Active
Coordinator Yes

systam =
administration User Type Busness Parner
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: Euu:mﬂ;ﬂ.um ™ CRC - TEA Certifier
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7 QRY - Query
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Figure 4-19 Assign/Unassign Roles

Assign the User Roles for the desired system by clicking on the check box next to the
desired role(s) under the appropriate system(s). After clicking on the
Assign/Unassign Roles | button at the bottom of the screen the following

transaction confirmation screen is displayed.

howting | mail | help | search | bania

ﬂ e System Administration

Secure Systems
AssignfUnassign Role Confirmation for User M00000

| Rales to Assion to User MEB2 28
System Code [ Role code Role Description
[ FASSLIE [ SLIE AFS Subemitter

Mo roles were selected to unassign.

Sy sbEm
administration

Confinm | Cancal |

Figure 4-20 Assign/Unassign Roles Confirmation
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After reviewing the pending assignment of roles for the Regular USER, click on the
Confirm | button to accept the change. The transaction confirmation screen is display to
confirm the transaction.

Successful Transaction

|*|"uu have successfully assignedfunassigned role{s) to user 0000

K|

Figure 4-21 Assign Roles Transaction Confirmation

4.2.6.2 Unassignment of Roles

To remove Roles from a Regular USER, you follow the same steps as for the assignment
of Roles except the last step. The last step requires you to click on the checked box next

to the desired Role(s). This will remove the existing check next to those Roles and after

clicking the Assign/Unassign Roles | button the Regular USER will no longer

have the Roles you just unassigned.

4.2.7 Assistance Contract Assignment Maintenance

The Assistance Contract Assignment Maintenance function provides the capability for a
Coordinator (not Regular USER) to assign a contract and an associated role or roles to a
Regular USER.

4.2.7.1 Assign Contract Function
The Coordinator performs a three-step process.

Step 1: Enter the USER’s ID
Step 2: Select the Assign Contract function
Step 3: Enter either the Property ID, Contract #, or CAID.
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Baiislig | mall | help | search | bame
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Figure 4-22 Assistance Contract Maintenance

After clicking on the =ubmit | button, the Coordinator makes decisions on the Assign

Contract screen about the roles and contracts to assign to the Regular USER. This
function cannot be performed successfully unless appropriate roles have been first
assigned to the Regular USER in User Maintenance.
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ﬁ' ’__: System Administration housing | mall | heln | search | home
|

Secure Systems Assign Contract

* A Pre-RFP Role can be assigned only to a Pre-RFP Contract
* j Post-RFP Role can be assigned only to a Post-RFP Contract
* A Role marked as "Both™ can be assigned to either a Pre-RFP or a Post-RFP Contract

\ Assign contract{s) to User{(M88228)

a MICHAEL | Select a role for contract assignment
ADM - Administration (Post

Bales REMS Post-RFP Contract Administrator (Post)

QRY Query (Post) -
system | Select contract(s) t ign
administration a0 CULAIMAND T —

o Assistance Contract
Assignment Maintenance

o Business Pariners
Maintenance

+ Password Change

« Property Assignment
Maintenance Contracts

+ User Maintenance

Subsystem - Multifamily
Housing (FASS

+ Einancial Assessment

+ Financial Assessment |

Submit Cancel |

Figure 4-23 Assign Contract

The Coordinator selects a role and the Contract(s) to assign the Regular USER and clicks
on the Submit | button. A message is displayed confirming the assignment.

housing | mail | help | search | home

ﬁf System Administration
|

secure Systems

You have successfully asssigned the contract to User M88228.

o]

Figure 4-24 Confirmation Assignment of Contract

4.2.8 Unassign Contract Function

The Coordinator can view or unassign contracts for a user by selecting Assistance
Contract Maintenance and then entering the USER’s ID and selecting View/Unassign
Contract from the pull down menu.
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Figure 4-25 Assistance Contract Assignment Maintenance

After clicking on the Submit button, there is a displayed listing of contracts already
assigned to the USER. If there are no contracts with roles assigned to the USER, a
message will be displayed indicating this fact. The Coordinator can Unassign a
contract(s) and role(s) by clicking in the desired check box (es) and selecting the

Submit | button.

ﬂ' System Administration NoUSEND | MBIl | ReID | SEArCH | home
I

Secure Systems

Wik O Lnassign Conbract Assgnments

Unagsnn Contractis) for (MERZEE]

Froperty LD Contract Humber | Contrack Hama .I::ﬂ:‘t
™ z00004< | HI11000001 | KULAIMAND ELDERLY HOUS[NG PROVECT ADM
™ z000o4: | HI11000001 [ KULAIMAND ELDERLY HOUSING PROJEST FIv
I &00004: | HI10000OL | EULAIMAND ELDERLY HOUEING PROUECT | QRY
I z0o004< | HI11000001 KULAIMAND ELDERLY HOUSIMG PROJECT REQ
2000042 | HI11000001 [ EULAIMAND ELDERLY HOUSING PROJECT | 5CA
I z0o0o44 | HI1000001 KULAIMAND ELDERLY HOUSIMG PROJECT | TRE
I aooon4< | HIT00000] KULAIMAND ELDERLY AQUSIHG PROVEST | TTQ
[ z0o004« | HI1000001 KULAIMAND ELDERLY HOUSING PROJECT | TV
i T zonon4< | Al0O0O0L KULAIMANG ELDERLY HOUSING PROVECT VIR
o 7 200004 | BI100000L [ KULAIMANG ELDERLY HOUSING PROJECT | VES
FEIEGTCECh ™ sooonz: | HI100L504 | KAHUKU ELDERLY HOUSING PROJECT ADM
- z00002; | H11000004 KAHUED ELDERLY HOUZING PROJECT POV
I zoo0pz: | HI10D0004 KAHUKED ELDERLY HOUSIMG PROJECT ORY
 zoo002; | B11000004 EAHUED ELDERLY HOUZING FROJECT | REQ
I z0o0pz: | HI11000004 KAHUKU ELDERLY HOUSING PROJECT SCA
- zooopz: | HIT000004 KAHUKED ELDERLY HOUSIHG PROJECT [ TRE
Subaysiam [ s0000 2 | HINOOODGS | KAHUKU ELDERLY HOUSING PROJECT -rr;:- :
» ESIEIM AFPSRIRST ™ zooopz: | H11000004 KAHUEWD ELDERLY HOUSING PROJECT TV

Figure 4-26 Unassign Contract Assignments
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After clicking on the  Submit | button, a message is displayed confirming that the
contract is Unassigned.

housing | mail | hedp | seanch | home

ﬂ Fi) System Administration

Secure Systems

You have succecsfully unasssigned the contract from User »oom

O]

Figure 4-27 Confirmation of Unassignment of Contract

4.3 Business Partners Maintenance

The first Coordinator relationship with a Business Partner is an “Original” relationship. The
privilege of working for that Business Partner is assigned at the time of Coordinator registration
and when the Business Partner provides the Coordinator with the Coordinator User ID. After the
“initial” coordinator registration process, Coordinators may request/establish relationships with
multiple Business Partners. The Coordinators request/establish these “Additional” relationships
through the Business Partners Maintenance screens. These additional relationships are referred to
as BPR relationships.

4.3.1 Business Partner Maintenance

The Coordinator first selects the Business Partner Maintenance link on the Systems
Administration section menu. When the screen in Figure 4-28 is displayed, the Coordinator
enters Coordinator User ID as the first step in adding an additional Business Partner. Second
step: Select Request New/Delete Existing Relationships. This is the same screen that will be seen
later for adding or deleting Business Partners for Regular USERS.

beusiny | mall | helo | seaecl | hossa

m 3 System Administration
[ =

Secure Systems
Businass Partners Maintenance

Plesss anter 5 User 1d:
User 10 [ MOOODD
Pleass enter a Funchion:

Leguest New/Delete Existing Relalionship K

Sabimil | Cancel J

3
system i
administration

» Suribaman Lanired
AsalgnEest B R
= [
[ ]

fus LTI L DEETI

Figure 4-28 Business Partner Maintenance Request
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After clicking on the  Submit | button the Add/Delete Relationships screen is displayed.

ﬂ_ . System Administration Bauzing | mall | heln | search | home
|

Secure Systems

Add f Delete Relationships

For John J. Doe WOOOOO

[ Select relationzhips to delete
Statiis Ta I0 Narne | Type |

. & 9E0E3025 - HHA WILIKINA APARTHENTE FROJECT, IMC. {Dnganizaiion) =]
A FE033ET - Howsing & Community Developoment o of Heesi (Organizateon)

BystEm

administration
« BEnnintanse Contraat -
Buninnes Farboers

Haintenance

+ Prassuveged ihug: P & -
+ Pregerhy Resigemeat | Relationships to adid

Sl amiepgngg | Tl leﬂﬂ?ﬁllu"pHﬂ | ] Business Partner Type
o [MoD0D -

| iF'anlLu;anl {Onganization) x|

| IF'aﬂltlpiul [rganization) 'ﬂ

= " ¥ | | [ TR YT |

Figure 4-29 Request/Add Business Relationships

4.3.1.1 Requesting A Business Partner Relationship

The Coordinator enters the Business Partner’s TIN, SSN, or PHA ID under Relationships
to add and selects the Business Partner Type from the pull down list. After clicking on
the Submit | button, the Add/Delete Confirmation Screen is displayed. In the case of

adding a business relationship, it is important to recheck the accuracy of the information.
Specifically you should verify the Business Partner’s mailing address is correct. Your
Activation Code will be mailed to this address at the specified address. If this address is
incorrect, you should coordinate with this business partner to contact the HUD field
office for an address update.
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hoesing | mall | help | seprch | bame

ﬂ' h System Administration
|

Secure Systems
AddDelete Relationships Confirmation

For John J. Doe bMOOOOO

Relationships( Delated) )
Thern: are no relationships to delete!

[ Relotionshins{ Added)

Type Taw ID | Nafme
Oeean City Housing Autharity
AFEA L] - A 202 E 4TH Streat
administration Larganization N 000 = DCEMMN CITY :
» Qaybvtaacs Contract K} - 08226 3006
4 Bwiness Pasiners
Hainksmants
+ Pageward Charge Confirm Cancal

+
Hainitrnance

* Uper Mgintengnce

Figure 4-30 Add/Delete Relationships Confirmation

If you are satisfied with the information about the Business Partner, select the Canfirm
button. Secure Systems will display a screen that confirms a successful transaction.

ﬁ' ’_ System Administration housing | mail | heln | search | home
|

Secure Systems

You have successfully completed the function.

o

Figure 4-31 Request Business Partner Relationship Transaction Confirmation

4.3.2 Activation of a Requested Business Partner Relationship

The request by the Coordinator for an additional Business Partner relationship (BPR
Coordinator) will trigger a letter to be sent to the Business Partner with an Activation
Key for the relationship. Once the Coordinator obtains the Business Partner Relationship
Activation Key from the Business Partner, he/she logs into Secure Systems, and selects
Business Partner Maintenance. The coordinator enters the User ID and selects Activate
Relationships from the pull down box.
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housing | mall | heln | search | home

ﬂ' System Administration
|

Secure systems

Business Partners Maintenance

Please enter a User Id:

user 10 | ROOOOD

[Please enter a Function:

L4 civate Relationships

Subm Cancal ]

SY5TE
administration
& Asiztance [ontyact

Apsigament Maintenance
o Rusimeis Pardneis

Maniwnancs

Figure 4-32 Business Partners Maintenance — Activate Relationship

After clicking on the  Submit | button, the Activate Relationships screen is displayed

Bausing | madl | help | search | homwe

ﬂ e System Administration
|

Sacure Systems

Activate Belationzhips

Fuar
John J. Coe kADOOOO

l—l: 1 I _ﬁy " di = nctivabion hl"
TIRSSSNPHA 1D - Mame Activation Key
HOOD - Crcean City Housing Authonty (R0COGI Y2 OG0 GLONATGED

Subrmil | Cam:ell

Figure 4-33 Activate Relationships

The Coordinator enters the Activation Key provided in the letter from his requested
Business Partner and clicks on the = Submit | button. A message will be displayed

confirming the successful completion of the transaction.
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housing | mail | help | search | home

ﬁ_ !7 System Administration
|

Secure Systems

You have successfully completed the function.

o

Figure 4-34 Business Partner Relationship Activation Transaction Confirmation

Once the Coordinator has obtained privileges for a business partner, assignments of
privileges for the Regular USERS can be done.

4.3.3 Deactivate a Business Partner Relationship

A Coordinator may Deactivate his/her Coordinator relationship with any of his Business
Partners other than the relationship with the Original Business Partner for which he
registered. To Deactivate a Coordinator relationship with a Business Partner, the
Coordinator selects Business Partner Maintenance from the Systems Administration
menu; enters his/her User ID, and selects Deactivate Existing Relationship from the pull
down box.

howting | mall | hedp | ssarch [ home

System Administration

Secure Sysiems
Business Partners Maintenance

[Pleate enlir & e I4d:

| User D || M00000

| Please enter o Fomnciionm

Deactivate Relabionshi

Eunll[_r;rl_[ Carsc el

Figure 4-35 Business Partner Maintenance — Deactivation Request

After clicking on the Submit | button the Deactivate Relationships screen is displayed.
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baasing | mall | belw | Search | homs

ﬂ T System Administration

Secure Systems
Deactivate Relationships

For  John J. Ooe b 0OO0ODO

| Select relationships to deactivate
Participant Type TINSSEMN SPHA 1D Mame

!0.:.r|ral|:|r SO0 E2E-HIHA, WILIIMS, ARARTHMENTS PRCUECT, MG J
303 1 & Communiy Developemant Coep

SysLam
atministration ;l
» Afshitance Centrask
. e
& Nuzinecs Partese
Plamisnane
# Pasawerd Change
o« Pragerty Astignmient

Suberit | l:anne-=|

Figure 4-36 Business Partner Relationship — Deactivate Relationships

The Coordinator selects the Business Partner relationship to deactivate and clicks on the
Submit | button. A message is displayed confirming the successful transaction.

ﬂ_ n System Administration bousing | wall | heln | seareh | ome
|

Secure Systems

You have successfully completed the function.

o

Figure 4-37 Business Partner Deactivation Transaction Confirmation

4.3.4 Deleting A Business Partner Relationship

First Step: The Coordinator selects the desired Business Partner Relationship to delete.
Second Step: The Coordinator scrolls to the bottom of the screen and clicks on the
Submit | button.
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hearsing | mail | beln | seaech | heme
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Figure 4-38 Delete Business Partner Relationships

The Add/Delete Relationships Confirmation Screen is displayed.

m_ e System Administration
|

Secure Systems
add/Delete Relationships Confirmation

For John J. Doe bd 00000

Relatinnships{ Deleted)
Type Tax 1y Mama: Htakus

Heusing & Commurety Devalopment Corp of

CvganizationdA0E0E, e dotive Additionsl (A3

“Relatisnehipef Added)
system There are no relationships to be added

administration
» Bieetrbanos Lantret

Cavirm | Ear-:ﬁll

» Husiness Partnem
Hunbenance

* Basemerd Chargs

Figure 4-39 Delete Business Partner Relationship Confirmation

The Coordinators reviews the Business Partner Relationship that is to be deleted and, if
correct, the Coordinator clicks on the  Canfirm | button. Each successful transaction is

rewarded with a confirmation message shown in Figure 4-40.
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housing | mail | help | search | home

ﬁ_ o System Administration
i

Secure Systems

You have successfully completed the function.

o]

Figure 4-40 Confirmation of Business Relationship Maintenance

4.4 PHA Assignment Maintenance

441 Assign PHA

The Coordinator assigns PHAs and applicable roles to the Regular USER by selecting the
PHA Assignment Maintenance link under Systems Administration and filling in the
information on the PHA Assignment Maintenance screen. Follow these steps:

Step 1: Enter the User ID of the Regular USER

Step 2: Indicate whether the action is to assign or unassign a PHA

Step 3: Enter the PHA ID. If you do not know the PHA ID, you can select the name of
the state to display a listing of all the state’s PHAs and sort the PHASs in that state by
PHA ID number or by name.

A Coordinator can assign PHAs and applicable roles only if applicable privileges have
already been assigned to the Regular USER in User Maintenance.

3 PHA Assignment Maintenance - Netscape

System Administration

N

lall
I“ ""I ) PHA Assignment Maintenance
e e User I
5 = Assign PHA " ¥View or Unassign PHA

For Assignment, provide one of the following
PHA ID

or State I 'l
 PHAID

If selected criterion is Jtate, sort the results by & N
* Mame

“iew Selection I

(@ == |[Document & Done

Figure 4-41 PHA Assignment Maintenance

After clicking on the _ ViewSelectan | button the Assign PHA screen is displayed. Select a
role and applicable PHAC(s).
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Assign PHA For User mMoo00o

Roles PHAs
Adrninistration (A0N) - [lng Syracuse Housing Aulhorily
Genenc M2h Rola (WM2W) o2 Buffalo Municipal Housing
PHA Subemitter (PSB) ! 4
PHA User (PHU
Phvsical Inspection
Cluery (QRY) m
REMS Post-RFF Backup Cont [BCA) [} Albany Housing Authority
REME Post-RFF Contract &d (CA) 10 Watartown Housing Authority
REMS Post-RFF Supervisory (SCA) M1 Miagara Falls Housing Authorily
Requisition (REQ) = M12 Troy Housing Authority =
l.}o Update

[Securs Fyetame Wenu] [PHA Meintenanes]
Figure 4-42 Assignment of PHA and PHA Roles

After clicking on the Update | button, an Update Results screen will appear confirming that
all updates have been completed successfully.

Update Results

All updates have heen completed successfully.
R— Mz [PHA M 4]
Figure 4-43 Confirmation of PHA Assignment

4.4.2 View or Unassign PHA

The Coordinator may view or unassign PHAs with associated Roles for a Regular USER
by using the PHA Assignment Maintenance screen (Figure 4-44). Enter the Regular
USER ID, select View or Unassign PHA and click on the _ ViewSekcian | button. The
Unassign PHA screen is displayed showing the current PHAs assigned to the user.
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Unassign PHA For Us2imo0000

PHA ID PHA Name Role Code
[~ C35 Housing Authority of the City of San Buenaventura BCA
[7 C35 Housing Authority of the City of San Buenaventura PSB
r L35 E‘&GL;J&STI{I‘E(%%UTHDRIT? OF THE CITY OF pep
7 L59 Vernon Community Action Council ADM
¥ 103 The Municipal Heng Authority City Yonkers FI'V
W 10% New York City Housing Authority FIV
7 M06 Utica Housing Authority PIV

Subimit

[Becure Syatems hilenu] [PHA Maintenatice]

Figure 4-44 View or Unassign PHA for a USER

To unassign PHAs, select the check marked box (es) next to the applicable PHA(s) and
click on the ~Submit | button. A confirmation screen will be displayed confirming the

unassignment of PHA(s).

Update Results

2 unassigns have completed successfully.

[Becure Svstems MWler] [PHA IWaintenance]

Figure 4-45 Unassignment Confirmation Screen
4.5 Password Change

4.5.1 Changing Password

For the user, changing your password is the only system administration function
applicable. The frequent changing of Passwords is an important step in increasing
security. You can change your password at anytime; however, if you have not changed
your password for over 21 days you will be prompted after login to change your
password. To change your password, select the Change Password link under System
Administration. Enter your old password. Then enter a new password, reenter it to
verify it, and click on the Save | button.

User’s Manual Page 4-29



4.0 Using the System Online

ﬂ il User Login

beuizing | madl | hedp | s=arch | hama

Secure Systems
Change User Password 00000

Pleaze enter your old and new passwords
Uger I0 | haJ0000

Old Passyveord
Pave Passveond
arlfy Neve Passvrond

Soe| | Gancel |

Contant updated Gpedl 29, 2002 'nlil:l-c o Top

W5, Dapadmant of Houging and Urban Dassloprogst
451 Pk Shrast S0, Waihingten, DT 20410
Telephore: (202) TOS-1152 TTF: (207) 700-04%5

Figure 4-46 Change Password

4.5.2 Forgotten Password
Have you forgotten your password? Go to the URL address:
www.hud.gov/offices/reac/online/reasyst.cfm on the REAC-PIH Online web page and
select | Passwomo reseT | to display the Reset Password page, Figure 4-47.

Seenre Systems -——-—-

HIUD»

RESET PASSWORD
*Please note that all of the following fields are required.

User ID I

First IName I

Last Name I
Social Security Number I - I_— I
Mother's NMaiden Mame I

Feset Password I

Figure 4-47 Reset Password

The information that you provide is compared to the data in Secure Systems that was
obtained during your registration process. If you have provided information that
corresponds to the information in Secure Systems, your password will be reset to a
randomly generated 6 character alphanumeric password. This new password will be E-
mailed to the E-mail address Secure Systems has as part of your User Information. Make
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sure to keep your Coordinator informed of all changes in your User Information.
Otherwise, Secure Systems will rely on the information provided at registration.

If you encounter any problems during the Forgotten Password process and receive an
error message from the system, please contact the Technical Assistance Center (TAC) at
(888) 245-4860. A TAC User has the capability to reset passwords. Before the TAC
User will issue your password, he or she needs to verify your identity. The TAC User
will ask for your User ID, first name, last name, last four digits of your SSN, and your
mother’s maiden name. If you have correctly answered these security questions, then the
TAC User will reset your password to “password”.

4.6 Property Assignment Maintenance

4.6.1 Property Assignment

Property Assignment Maintenance is used by the Coordinator to assign properties with
applicable roles to a Regular USER. Assignments of properties with roles to a Regular
User can only be performed if the Coordinator has first assigned the applicable Roles and
Actions to Regular USERS using User Maintenance under System Administration.

The Coordinator selects the Property Assignment Maintenance link from the sidebar and
sees the screen shown in Figure 4-48. In order to assign property for the Regular USER,
enter the User ID for the Regular USER who is to have access and then enter one of the
other items of information — Property ID, FHA Number, Contract Number or servicing

site — and click on the =Submit | button.

prg svst.m Administration wewsing | mail | s | seensi |

Svcure Eytlems

Property Assignment Maintenance

Plemss swier & Uner i |
Usa= 1N , S [LEEET
L L LT
| At kaigin P gt :! |
R e e
Frnperty 18 | 0000000 |

FiA HImIIr. :

LENTE L HEmbEr i

Beruicimg fiie :I
|For Assign Propedly, show Pt.ngerr}r Owners |
: [Current Owners.= |
iy e | o]

* Wi bee e Bresry
 Lhwws 1 pi il mms p

izﬁ:l.ul_:"-_r?h_r! .
Figure 4-48 Initial Property Assignment Maintenance Screen

Next you will see the Assign Property screen as shown in Figure 4-49.
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System Administration housing | mail | heln | search | bome
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AE510N Fropery e User MO00oo
_I'."I'mll--. qul-: ey - r
Hole Description - (System ID - Role Code)
Adrminigtration (LOCCE = A0M) -

Gengric I Role 2R - W20
PHA Submilter (RASS - PEEN
PHA Uszar (WASS - PHLD
Fhypsical Inzpaction Viewsr (FASE - FiV) El
Cheose ableast one Propertyn

Curvsnt property cunera ars show below.

I'irvupcr'h" 10 - I:"ruup'crtr Hame - TIM

BOOOCHIS - LOGAN COLRT - 37100 377
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adminlctration
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Apiisaele (onkract
FAapignment Munte nsers
Ewtinies Paninere

-
s B ra o

+ PHA Asssqnment
B Bengn O
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B b B oo

* Uaer fotiaity Report =1
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b

w fctrre Farkniem

Figure 4-49 Assign Property Screen

Step 1: Select one or more properties. Step 2: Select an applicable user role. Step 3: Click
on the Submit | button. A transaction confirmation screen will be displayed.

Successful Transaction

'I‘fnu have successfully asssigne d the Property to User M OD0DD

oK

Figure 4-50 Property Assignment Transaction Confirmation

If you want to assign properties from a list of Servicing Site’s properties, select the
Property Assignment Maintenance link from the System Administration menu. Enter the
User ID and select the Servicing Site from the Servicing Site pull down box.
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Secure Systems
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Figure 4-51 Property Assignment within a Servicing Site

After clicking on the ~Submit | button, the Assign Property for USER is displayed with
the listing of properties associated with the selected Servicing Site.
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Figure 4-52 Assign Property for USER from a Listing of Servicing Site Properties
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Proceed as described above to assign properties with associated roles to the Regular
USER.

4.6.2 View or Unassign Properties

A Coordinator can view or unassign properties for a Regular User by selecting the
Property Assignment Maintenance link under System Administration.

Step 1: Enter the User ID.
Step 2: Select the View or Unassign Property option.

Step 3: Click on the Submit | button.

ﬂ  Eme System Administration

howsing | mall | hely | sEarch | Roms

Secure Systems

Froperty Azsignment Mainbenance

| Pliease enter a llser Idi

| Chucss & Funckon:

'-.-'IE'H'?[:EE_E_!'.ICE T:"u ety

|For Assign Propesty, pravide oom of the follewing:

Preperty I [
FHA Number I— ;
system I: pntract Humber I—
- adrmrl-l:'l:-:tl on SR 1 j

Hxnisfance Lankrack
Erzigarnent Hainkrases

w Buigifebdd Praitmi
Hamlesinig

For Assign Property, show Property Ovmncrs!

Curresl Cramssrs E

+ FHA Basigement
Fladntenance

St | Cancal |

Hantenance

® ger Aotivity Repert
Figure 4-53 View or Unassign Property
The View/Unassign Property screen is displayed with a listing of properties with

associated roles currently assigned to the Regular USER. To unassign a properties.
Click on the check box in Figure 4-54 next to the property to unassign.
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Figure 4-54 View/Unassign Property for USER

After clicking on the Submit | button at the bottom of the screen a transaction
confirmation screen is displayed.

Successful Transaction

|‘|"uu have successfully unasssigned the Property from User MO0000

oK]

Figure 4-55 Property Unassignment Transaction Confirmation

4.7 User Activity Report

This report is only available to a Super Administrator. If the Coordinator needs some
additional information about USER activity, a request can be made through the
appropriate Help Desk.

4.8 Special Instructions and Caveat

4.8.1 Special Instructions for Error Correction

WASS employs error codes to provide timely alerts of the need for corrective action.
Below is a list of some error messages you may encounter as a Coordinator and a
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description of what you need to do, as well as where you can expect to encounter the
message. Error messages provide Coordinators information about requirements for
information and actions that violate one or more business rules. See Appendix A for

many of the Business Rules.

Table 4-4 Error Messages

Error Messages
At least one criteria must be provided

User Action
Provide at least one
criteria

When Occurs
On those screens that
require more

information than the
User ID

User MXXXXX not found

Enter correct ID

When enter incorrect
User ID

The user ID that was entered is a SASS
user. This function is not used for SASS
users

Check to see if User ID is

correct. If yes, leave
function.

When in Assign
Business Partner

This function is not applicable to user
MO00000

Check User ID or leave
system administration
function

When Coordinator is
in functional area
with no privileges for
User ID

4.8.2 Caveats and Exceptions

Access to government computer systems and information can be misunderstood. This
access is a privilege. Abuse of the privilege is punishable. It is in your better interest to
protect your access by not leaving your computer unattended while you are logged on.
And use the information acquired from the HUD systems as set forth in your relationship
with your business partner and by the managers of the system or systems you access.

Before working on any particular system, you should determine if there are any
restrictions on how you use the systems. How you interact with your Coordinator and the
systems is your responsibility.

Misuse of Federal Information through the HUD Secure Connection web site falls under
the provisions of title 18, United States Code, Section 1030. This law specifies penalties
for exceeding authorized access, alterations, damage, or destruction of information
residing on Federal Computers.
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3. GETTING STARTED

3.1 Registration and Logging On for Regular USERs

User Login Meacting | il | Belm | soarch | heeis
Registration
Assignment of Roles and Actions

Registration and Login

1.  Open Netscape web browser (Netscape 4.76). Before you proceed, have you visited the
Who Am I section? in Section 0.1.1 in the User’s Manual? Understanding this information
is essential for the registration process and using WASS.

2. Enter the URL address: www.hud.gov/offices/reac/online/reasyst.cfm to access the login
page to WASS.

3. Select | Onine Regstration to begin the registration process.

Select Multifamily Housing Entity, Public Housing Agency, or Independent User for the
next step in the registration process.

5. Select User for the Application Type and complete the remainder of the information. All
information is required.

6. E-mail — Ensure you provide a valid E-mail address. This address will be used by some
systems to send you correspondence. It is also used by WASS to send you a new
password in case you forget your password and need it reset sometime in the future.

7. Password — This will be the password you use to Login to WASS Secure Connection.
The password should be a “strong password” containing a combination of characters,
numbers and special characters. The password must be a minimum of 6 characters and a
maximum of § characters.

8. Mother’s Maiden Name — The mother’s maiden name (or some other “secret” word) is
used in part of the verification process when you need to have your password reset by the
Help Desk. You also use this in the verification process when you process an online
“Reset Password” request. You must remember this word so that you will be able to have
your password reset if required.

9. Notification — Your User ID for Login is established the evening of the day you register as
a Regular USER. Notify your Coordinator that you have registered. Your Coordinator
will retrieve your User ID and assign you privileges (roles and actions) on the systems you
will access. There is no written notification of your successful registration.

10. Obtain your User ID from your Coordinator

11. Login to WASS using your User ID and the password you created during registration. On
the WASS Main Menu select the link to the system you need to use.
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Figure 3-1 User Login Screen with Challenge Box

At time of registration, Regular USERs will have access to a set number of systems and
roles and actions reserved for external HUD users. Your Coordinator will assign
access privileges to systems after your successful registration. The systems available to
your Coordinator to assign to you are based on the information from your registration
form. The systems that are available to external Regular Users at registration are shown
in Table 3-1.

Table 3-1 Assignable Systems for Regular USERs
Property Assignment

Contract Assignment of
Systems (TIN Nos.)

Property Assignment of
of Systems (PHAID)
Systems (TN Nos.)

LOCCS REMS FASSUB
LASS M2M B TRACS LASS M2M
PASS QASS Contract Assignment of PASS QASS
SASS TASS Systems (PHAID) SASS TASS
LOCCS REMS REMS LOCCS REMS
TRACS FASPHA TRACS FASPHA
NASS MASS NASS
RASS

Your Coordinator will assign you roles and actions to enable you to do your work. The
full list of roles and actions are in Appendix B. The first stop for information about the
access to WASS or the individual is the appropriate help desks. Individuals at the help
desk will answer your questions or refer you to an applicable System Administrator
about issues related to their specific system.

3.2 Main Menu

Upon successful Login, the first screen for external Regular USERS and internal
Regular USERS is the Main Menu screen. The range of system administration
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functions available to all users is shown on the sidebar under system administration.
External Regular USERS will only see Password Change under system administration.
The Main Menu provides users the systems and system administration functions
available immediately after registration. The system administration functions and
system access are part of the privileges available to users.

- Secure Spstems Main Menu - Netscape
File Edit “iew Go Communicator Help

Earm Main Menu
E

Secure Systems

Systems

» Active Partners Perddormance System (APEPEY

+ Financial Assessment Subtnission - PHA (FASPIAY

+ Financial Assessment Subsystem - Multifamily Housing(FASSTTE)

+ Lender Assessment Subsystem (LAZE) —
+ Line of Credit Contrel System (LOCCE)

+ Management Assessment Subsystem (IWASEY

+ Mark-to-Mfarlcet (200

system + MWultifarmly Insurance Claitns Systermn (WMECE)

administration - Physical Acsessment Subsystem (PASS

+ Assistance Contract

Assignment Maintenance + Physical Inspections
s5 Partners

Maintenance + Public Housing Assessment Svysterm: Scores and Status (TASSY
+ PHA _Assiqgnment

Maintenance + Eeal Estate Management Svstem (EENE)
* wﬁ - Eesident fAssessment Subsystem (FLASS)
« Property Assignment

Maintenance + SBingle Family Appraisal Subsystem (SAZE)
. _—

User Actiuity Report + Tenant Aszessment Subsystem (TASE)

+ User Maintenance — _ P _ILI
| .

[= == |Document: Done =
e SIB'IHJ & S5 |J I@Secule Systems Main___ (@ Hichard G. Maynard - [nbo. I B Privvacy Question.doc - M. I “GQ?\?).@ 12:28 PM

Figure 3-2 Main Menu

The Main Menu screen Figures 3-2 and 3-3 shows the systems and system
administration functions on both the sidebar and on the center of the screen. Once you
move to subsequent System Administration screens the sidebar information remains
available for speedy access.

The Main Menu screen shown here shows the maximum number of System
Administration Functions available to a Super Administrator who is supporting external
users. It also shows the maximum number of systems available to a Coordinator or
Regular USER who is an external user of HUD systems.
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Figure 3-3 Main Menu (Continued)

Under the Systems section, Regular USERS see the systems that are assigned to them.
Under the System Administration section, a Regular USER has the capability to
“Change Password”. The other system administration functions shown above are
functions that a Coordinator would see under the System Administration section of the
Main Menu. Coordinators need the different system administration functions in order
to provide users access to Business Partners, assign contracts, assign properties, assign
PHAs, and assign groups, roles, and actions. Each of the system administration
functions shown on the sidebar are linked to a series of other screens that present the
Coordinator with the choices to complete the changes to a USER’s access privileges.

Below the System Administration functions are links to a list of systems. The list of
systems displayed will vary from USER to USER depending upon roles and actions
assigned to the USER. A current available list of systems for an External USER is
about 15. A new system can be added at any time. There are also a few systems that
are only available to internal users.

3.2.1 Assistance Contract Assignment Maintenance

Assignment of contracts is one of the Coordinator’s responsibilities. The success of
this activity requires that the Coordinator know the User ID for the Regular User and at
least one of the other pieces of information such as the property ID, contract number,
and contract type. This information is available from the business partner. The
Coordinator must assign roles to the Regular USER before starting this function.
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3.2.2 Business Partner Maintenance

The Business Partner Maintenance function is used by a Coordinator to request,
activate, deactivate or delete additional Business Partner Relationships. Success in this
activity requires the Business Partner Type, Business Partner’s TIN, PHA ID, or SSN
and the User ID for the Coordinator.

3.2.3 PHA Assignment Maintenance

A Coordinator makes assignments to Public Housing Authorities (PHAs) on the Assign
PHA screen. This screen is a different style in WASS 3.0.0.0. In a future release, it
will have the same style as the other system administration screens. The successful use
of this screen requires the User’s ID and the accurate name or names of PHAs to be
assigned.

3.2.4 Property Assignment Maintenance

The successful use of the Property Assignment Maintenance requires a User’s ID and
information about Property ID, FHA Number, Contract Number and Servicing Site.

3.2.5 User Maintenance

User maintenance is one of the most critical functions for Coordinators. User
Maintenance-Maintain User screen provides a popup list of functions available to the
Coordinator. See Table 3-2 to see the functions. Select the function from the pulldown
list. Each function on the list will provide an additional screen to make the necessary
change.

Table 3-2 User Maintenance Functions

Name of Maintenance Action Description

Assistance Contract Assignment Maintenance Assign a Regular USER to a contract

Business Partners Maintenance 1. Assigns a Regular USER to a business partner
2. Adds or deletes a business partner relationship

Maintain User Information Edit the descriptive information for a Regular
USER

Maintain User Profile - Actions Assigns or unassigns actions to a Regular USER.
See Appendix B for complete list.

Maintain User Profile - Groups Assigns or unassigns a Group to a Regular USER

Maintain User Roles Assign roles or unassigns roles. See
Appendix B for complete list.

Property Assignment Maintenance Assigns or unassigns property to a Regular USER

User Information Update User Information

3.3 Changing User ID and Password

Passwords need to be changed every 21 days. Should you forget, WASS will remind
you when it is time to change your password. Choose a password that is easy to
remember. The password should be a “strong password” containing a combination of
characters, numbers, and special characters. Safeguard your password so that others
will not be able to access the systems and enter erroneous data or obtain important
information from the systems. Have prospective Regular USERS use the registration
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form to register for their own initial User ID. Do not let anyone use your User ID and
password.

Once you have access to the system, you should use the Change Password function to
change your password every 21 days or less.

ﬁ-__ _ User Login
|-
Secure Systems

housing | mail | help | search | home

Change User Password HO497 4

Please enter your old and new passwords

User ID [HO4974

0ld Password

New Password I

Yerify New Password

Sa\rel Cancel |

Content updated April 19, 2002 °BackhTo|1

.5, Departrent of Hausing and Urban Development
451 Tth Street S, Waszhington, DG 20410
Telephone: (202) T08-1112 TT¥: (202) 702-1455

Figure 3-4 Changing Password

3.4 Exit System

Closing your browser window will terminate your session. Closing all of your browser
windows is your means to ensure that someone else does not use your system access
privileges while you are away from your computer. Aside from others using your ID to
submit reports or information or review information on one or more of the systems, the
system can be exited by closing down your browser without penalty. Closing your
browser window is a sure means to know that someone else is not using your access
privileges.
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0 QUICK REFERENCE INFORMATION

WASS 3.0.0.0 is the security gateway for over 15 systems for external Regular USERS
and over 20 systems for internal HUD Regular USERS. Many individual users have a
limited need for information on how to access the system and perform the roles assigned
to them by a Coordinator. And some Coordinators may only need a reminder about
registration and the login to WASS. For these users, Quick Reference provides basic
information needed to successfully navigate the Secure Connection in order to access the
systems.

0.1 Quick Reference Overview

Quick Reference provides Coordinators and Regular USERS associated with Business
Partners a pull out guide. A “Who Am I?” section describes the different types of users.
It lets Regular USERS - written with capital letters - and Coordinators understand the
many types of users and how they fit into the larger picture of HUD and its systems.

0.1.1 Who Am I?

You are one of over 40,000 individual users who access HUD systems annually.
Responsibilities and access privileges vary widely for the many users. Careful
registration is central to ensuring that you are identified and are given the privileges
necessary to make your use of HUD systems successful.

Are you using the Internet? If you are, then you are an external user who has
access to the systems and access privileges that are available to those on the Internet.
Except for access as Coordinators, all Coordinators and users have access to the roles and
actions assignable to the Regular USERS of about 15 systems. The list of the roles and
actions assignable to you by your Coordinator is in Appendix B. While you may only
use a few of the roles and actions, the list provides you information on the roles and
actions that could be performed by an external Regular USER should your Coordinator
assign them to you.

Are you one of two people who is representing a Business Partner? If you are, then you
are a Coordinator. All others are Regular USERS.

To have the best experience with WASS, you need to know your role and understand
something of the roles of others with whom you may work. For Regular USERS, the
Coordinator is the main and sometimes only person you will contact while you use HUD
systems. But should the occasion arise, there are System Administrators for each of the
systems, and Super Administrators who are access gurus for all systems. Table 0-1
provides you a description of users categorized as either internal users on the Intranet or
external users using the Internet.

The Secure Systems component of WASS makes decisions about your access to systems
by your access type. External Regular User IDs begin with the letter “M” or “I”’. As you
can see from Table 0-1, there are also Intranet/Internal HUD employees with ”"H” IDs
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and contractors with “C” IDs who provide support As Super Administrators, System
Administrators and TAC Users (i.e., Help Desk).

Table 0- 1 User Types

User Category Access Physical User Type Description

Type ID
Intranet/Internal Super Hxxxxx, Internal user without Internet access
Users Administrator, CXXXXX
System
Administrator,
User,
TAC User
Super Hxxxxx, Internal user with Internet access
Administrator, CXXXXX
System
Administrator,
User,
TAC User
Internet/External User MxxxxX Participant - regular user
Users
Coordinator MXXXXX Participant - Coordinator
User MXXXXX Expected participant - regular user (APPS)
Coordinator MXXXXX Expected Participant - Coordinator (APPS)
User MXXXXX AQA Contractor (SASS)
Coordinator MEXXXXX AQA Contractor Coordinator (SASS)
User MXXXXX Appraiser (SASS)
User IXXXXXX Independent User
Inspectors User MXXXXX Inspector - PASS
Coordinator MEXXXXX Inspector Coordinator (PASS)
Lenders User MXXXXX Lender

Regular USERS rely on Coordinators for help. Coordinators and Regular USERS also
have access to help desks. When the Coordinator or TAC/help desk cannot resolve the
issues/questions, then the issue/question can be referred to a System Administrator for the
applicable system or one of the few Super Administrators. This WASS User’s Manual
will provide you with most of the essential information for using WASS. However, when
you need assistance, contact your Coordinator. If your Coordinator cannot assist you,

call or E-mail the help desk that services the system you are using or want to use. Your
Coordinator is your first line of help support. The help desk is the second line of help
support. The System Administrators and Super Administrators are there to help if the
problem is particularly difficult.

Table 0- 2 Help Desk Contact Information by System

Help Desk Systems \ Telephone/E-mail Address
Technical Assistance FASSPHA, FASSUB, MASS, (888) 245-4860.
Center NASS, PASS, QASS, RASS, E-mail: Select “Contact Us” on the

(TAC) SASS, (LOCCS), PASS-CLA REAC Online Web Page
Multifamily Help Desk APPS, M2M, MDDR, REMS, (800) 767-7588

TRACS E-mail:
Real Estate MGMT@HUD.GOV.

FHA Connections LASS Contact FHA Connection

The WASS User’s Manual targets the Regular USERS and Coordinators who have
external access through the Internet. Internal users, System Administrators, and Super
Administrators may require additional information. For internal Regular USERSs,
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additional information is available from the System Administrator of the specific system
or from the Help Desk. For System Administrators and Super Administrators, the WASS
Operations Manual and WASS Maintenance Manual are companion documents to the
User’s Manual. The Operations Manual describes routine procedures for WASS. The
Maintenance Manual provides information on ad hoc queries to databases to include
updating of system access privileges.

A Business Partner Coordinator represents one or more Business Partners. Business
Partners are owners of multifamily properties, managing agents, and developers.
Coordinators manage the users that work for the Business Partner. Coordinators are on
the “front-line” for system security. A Coordinator’s role is to ensure that users are
properly assigned system privileges. A privilege is a general word that covers:

1. Assignment to a Business Partner

2. Assignment of actions such as Read Only, Reports, and Approvals. There are
many assignable actions for each of the systems. A particular user may be
assigned one or more actions. The managers of the systems specify many of the
action assignments; however, as a Coordinator you will need to make many of the
action assignments to provide specific privileges for those Regular USERS you
coordinate. Assignable actions are documented in Section 4 and listed in Section
6.0, Appendix B: Roles and Actions, of the User’s Manual.

0.1.2 Acceptable Browsers

**Attention** users of PIH-REAC online systems:

Recently many PIH-REAC system users, who have been experiencing problems using
business applications, have contacted us. These problems have arisen with the use of
Microsoft Internet Explorer 5.0 or above and the Netscape 6 browser upgrades -- either of
which may prevent users from using the applications successfully. REAC is in the
process of researching these problems and implementing a solution. In the meantime,
users needing to access any of PIH-REAC's On-line Systems should use Netscape 4.76

as the browser. If you don't have access to this browser, it can be downloaded for free
from the following URL: http://home.netscape.com/download/0222101/10000-en----
_qual.html

The PIH-REAC will post updates to its site as information on the browser issue becomes
available or a resolution is implemented. If you need additional information or assistance,
please contact our Technical Assistance Center (TAC) at (888) 245-4860.

0.2 Quick References

Quick references are pullouts from the User Manual that can be used to address
frequently asked issues. An abbreviated User’s Manual accompanies it for external Users
who are Coordinators or Regular USERs.

0.2.1 Coordinators

Coordinators have an important system administration role in the use of HUD systems by
external Regular USERs. They have the responsibility for managing access for
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thousands of users and ensuring that the users have the privileges necessary to do their
work. Coordinators are designated “Original” when they complete a coordinator
registration and are one of the two allowed Coordinators for their first Business Partner.
When a Coordinator establishes additional relationships with other Business Partners,
they are designated BPR Coordinators.

0.2.1.1 Coordinator’s Quick Reference

The Coordinator’s Quick Reference provides the essential procedures for Coordinators to
begin work. The Quick Reference is intended to be removed from the User’s Manual for
use so that you will have the Quick Reference even when it is not convenient to have
access to the full User’s Manual.

As a Coordinator you have an important role in managing the access and privileges for
Regular USERS for one or more Business Partners. Indiscriminate assigning of roles and
actions could compromise the relationship of the Business Partner with HUD. This
makes it particularly important not to lend your Coordinator User ID to anyone else nor
leave your computer logged in to WASS when you leave the room. Lending a
Coordinator’s User ID is dangerous to the security of the system. It allows someone else
to make decisions about access that you may not notice until something detrimental
happens.

0.2.1.2 Abbreviated Coordinator’s User’s Manual

The abbreviated Coordinator’s User’s Manual is a short list of essential procedures that
are directly targeted at Coordinators. The short list of procedures provides a description
of the information to initiate a Secure Connection and access Secure Systems. For more
detailed information about the systems, contact the help desks about each applicable
system.

Access to HUD Online Systems begins when you complete one of the Online
Registration Forms. Go to following URL address:

www.hud.gov/offices/reac/online/reasyst.cfm and click on the | Online Regitration button.

As you will see from the next screen, there are three different online registration forms.
The form used will depend upon whether the registrant is registering for systems under
Public Housing Authority, Multifamily Housing Entity or as an Independent User.
Coordinators only register for Public Housing Authority and Multifamily Housing
Authority. The Public Housing Authority registration form and the Multi-Family
registration form differ only in the request for PHA ID information rather than for a Tax
Identification Number.
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Figure 0-1 Need a User ID?

The Public Housing Authority (PHA) registration form is shown in Figures 0-2 and
continued in Figure 0-3. When completing the registration form, be sure the information
is complete and accurate so that your registration is processed in a timely fashion and
there are no delays in your notification of successful registration.

Should you have difficulty filling out the registration form, there are some automatic
reminders about the information required. See Figure 0-4 for the list of required
information. The success of your registration depends on the accuracy of your
registration information.
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PH f'\

Coordinator and User Registration

To apply for a Svstem Coordinator 1D, check the "Coordinator” radio button, (il out the form below, and click Send
Application when you are throngh. Upon verification of the information below, an 1D will be assigned and mailed o
the Execative Dincctor of the PHA specified below. The password will ot be disclosed, so make sure vou remember
!

To apply for a regalar User I, check the *User® madie button, Gl owt the form Below ard click Send Application when
vour are thraugh. Upan verification of the infonmation below, a user 1D will be assigined, and the Sy stem Cosrdinator of
the PHA specified below will retrieve the wser ID The password will not be disclosad, so make sure you remember iff !

A remember:

arnig’ M of Fedkord Syarmarion of this Wb sire falls srder the provisions of Titke 18, United States Code, seetion JO2), This law
apecifler petuliies for scotsding muforzed aoeeds, alferanion, domope 4° Senruction G5 farsnatlod Fealdng on M Commpaiers.

Application Type: [ERaa TN BT ]

First Name:

Middle Initial:

Last Name:

Sockal Security Number: - -

Organization Information

« Provide the maine of the Public Housing Authority vou reprosent
» Provide the Mumber of the Public Housing Authority you represent

Organization Name:
Organization 10:

Provide vour e-mail address.

o [nclude your e-mail user name, the (@ sign and [servicename comdedworgmet’ete . For example:
Jsmithiaaol.com, johndoedadvorg, hfdbidas prodigy.com.

E-muil |
Adddress:
Choosse a Password.
« Youwill enter yvour password each time you use this service. Your password ghould be 6 charsciers in length and

ahld be comprised of letiers and numbers (for example, brad&3 ). Do not use panetuation or special characters.

nt: ¥our pagswond will be recorded EXACTLY as vou type if, so make a note if you enter in apper and

Figure 0-2 Public Housing Authority Registration

Password:
Re-enter P d for Verificat

Mother's Malden Name.
= Please provide this information for foiwre verification when processing password resel nequesis.

Mother's Maiden Name:

[ SendApplication || Clear Figids |

Figure 0-3 Public Housing Authority Registration (Continued)
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Application Type is required

First Mame is required.

Last Mame is required.

53N is reguired

Organization Mame is required

Crganization ID is required,

Password is required

Secand Password entry is required For werificakion
Maiden Mame is required,

Figure 0-4 List of Required Information

t;
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Coordinator’s Quick Reference Manual

User Login Meacting | il | Belm | soarch | heeis
Registration
Assignment of Roles and Actions

Registration and Login

1. Open Netscape web browser (Netscape 4.76). Before you proceed, have you
visited the Who Am I? Section 0.1.1 in the User’s Manual? Understanding this
information will be essential for the registration process and using WASS.

2. Enter the following URL address: www.hud.gov/offices/reac/online/reasyst.cfim
to access the login page to WASS.

3. Select  Onkne Regstration to begin the registration process.

4. Select Multifamily Housing Entity or Public Housing Agency for the next step in
the registration process.

5. Select Coordinator for the Application Type and complete the remainder of the
information. All information is required.

6. E-mail — Ensure you provide a valid E-mail address. This address will be used
by some systems to send you correspondence. It is also used by WASS to send
you a new password in case you forget your password and need it reset sometime
in the future.

7. Password — This will be the password you use to Login to WASS Secure
Connection. The password should be a “strong password” containing a
combination of characters, numbers and special characters. The password must
be a minimum of 6 characters and a maximum of 8 characters.

8. Mother’s Maiden Name — The mother’s maiden name (or some other “secret”
word) is used in part of the verification process when you need to have your
password reset by the Help Desk. You also use this in the verification process
when you process an online “Reset Password” request. You must remember this
word so that you will be able to have your password reset if required.

9. Notification of a successful registration will be sent by mail to the Trusted
Business Partner that you specified in the Organization/Individual Information
section on the registration form. This notification is generally sent out the next
business day following the day you register

10. Contact your Business Partner approximately one week after online
registration. Your User ID for login is provided to your Business Partner in the
notification letter.

11. Obtain your User ID from your Business Partner. Your User ID will be
recognized by WASS as a User ID for a Coordinator.

12. Login to WASS using your User ID and the password you created during
registration. Assign yourself user roles and actions. Note that you can only
assign roles and actions to Regular Users if you have assigned yourself those
roles and/or actions. Except for the action of Coordinator, all other roles and
actions provide you privileges as a Regular USER.

At time of registration, users will have access to a set number of systems, roles, and
actions reserved for external HUD users. The systems that are assignable by the
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Coordinator at registration depend on the information on your registration form. They
are shown below and reflect whether your Business Partner is a Public Housing Authority
or other Business Partner.

Table 0-3 Assignable Systems Based on Registration Information

Property Assignment Contract Assignment of Property Assignment of

of Systems (TIN Nos.) Systems (PHAID)
Systems (TIN Nos.)

LOCCS REMS FASSUB
LASS M2M TRACS LASS M2M
PASS QASS Contract Assignment of PASS QASS
SASS TASS Systems (PHAID) SASS TASS
LOCCS REMS REMS LOCCS REMS
TRACS FASPHA TRACS FASPHA
NASS MASS NASS
RASS

Assign roles and actions to other users as they are registered. A list of assignable roles
and actions are in Appendix B. HUD has provided experienced support for you in the
use of HUD systems. Use Table 0-4 to determine the help desk appropriate for you.

Table 0-4 Help Desk Contact Information by System

Help Desk Systems \ Telephone/E-mail Address
Technical Assistance FASSPHA, FASSUB, MASS, (888) 245-4860.
Center NASS, PASS, QASS, RASS, E-mail: Select “Contact Us” on the

SASS, (LOCCS), PASS-CLA PIH-REAC Online Web Page
Multifamily Help Desk APPS, M2M, MDDR, REMS, (800) 767-7588

TRACS E-mail:

Real Estate MGMT@HUD.GOV.

FHA Connections LASS Contact FHA Connection
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0.2.2 Regular USERS

Most of you who are users of HUD systems are Regular USERS. As a Regular USER,
you primarily use WASS to access other PIH-REAC and other HUD systems. You have
a limited System Administration responsibility to change your password. Your
coordinator will use System Administration functions to assign you groups, roles, and
actions that will give you the necessary privileges to access the systems and functions to
perform your specific job within HUD online systems.

0.2.2.1 Quick Reference for Regular USERS

The USER Quick Reference pullout provides most, if not all, the information you need to
navigate the WASS security and access HUD online systems.

0.2.2.2 Abbreviated User’s Manual for Regular USERS

The customized Quick Reference allows Regular USERS to focus on just that
information essential to their success. The size of this limited form of the User’s Manual
will encourage you to download it even if you have low speed access to the Internet.

User access to HUD Online Systems begins when you complete one of the Online
Registration Forms. Go to following URL address:

www.hud.gov/offices/reac/online/reasyst.cfm and click on the | Onine Regitration. button.

On the subsequent screen, select the link to the appropriate secure connection registration
form (MultifamilyHousing Entity, Public Housing Agency or Independent User). Figure
0-5 and Figure 0-6 shows the registration form for a Multifamily Housing Entity. As you
will notice that it is only slightly different than the Public Housing Authority registration
form shown in Figures 0-2 and 0-3.
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Multifamily

Coordinator and User Registration

I'e apply for a System Coordinater 10, check the "Cocrdinator” radio bation, G211 oat the form below, and click Send
Application when you are through. Upon verification of the infonmation below, an T will be assigned and mailed o
the CEO of the HUD-registered entiiy specified below. The passwaord will not be disclosed, so make sure you

remmember it

I
vy

oply For & regular User I, check the *User™ radie batten, Gl owt the Forom below ad click Send Application svhen
e theough, Upon verification of the infonnation below, a user 11 will be assigued, avd the System Coordinator of

|.'n._ HUD-regigtered entity specifioed below will retrieve the nser [0 The passwaord will not be disclosed. soomake sue

v remeimber it

Al rernennber

Applicatbon Type: [RVNTFPTETEE RT3 ]

First Mame:

Adiddle Inigial:

Last Mame:

Social Security Momber: = =

Organization'Individwal Dnforemation
& Provide the mame of the HU D-registered Organization or Iedividaal voo represent

JEED, TR dere

TR,

« Provide the Tax dentification Mumber or Secial Security Mumber of the HUD-registered Organieation or

Individuaal vou represent. Do oot enter dashes.
o Epecily whether the FIUD-registered entity yvou represent is an Organization or an Individual
Organization/Andividual N |
TIN/SSN: |
Ovrgam i ation Tadividuaal

Provide vour e-mail address,

& Dchede your e-mail user nanse, the @ sign and [ servicenasme comfedwiorg metfete || For aexample:
Jsmithiaol.com, johndos@adyvoorg, hifdbSdaoprodigy. com

E-muail
Acddress:

Choose a Password.

w  Youw will enter your password easch time voun use this service. Your password shoald be 6 claracters in lengily and

Figure 0-5 Online Registration Form

sluould |.'-|. comprizad of ketiers and numbers (for \.‘\dll'l[l:h. |\|-.||3'\’|'| |}-.l el nse puicisation or special characters.
h our password will be recorded FEXACTLY & i1y so make o note if you enter in appser and

Passwaord:
Re-enter Password for Verification:

Muother's Malden Name.
» Please provide this information for future verification when processing password resel naquests

Mother's Maiden Name:

[ Send Apolication ||| Clear Figds |

Figure 0-6 Online Registration Form (Continued)

For completion of the registration form, follow the instructions outlined in the Regular

USER’s Quick Reference Manual that follows.

The registration for an Independent User is quite similar. However, the Independent User
registrant enters a Social Security Number instead of entering a Tax ID or PHA ID. The
Independent User is notified by E-mail within 24 hours of registration. See the

Independent User Registration form in Figure 0-7.
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Independent User Registration

To apply for an independent user 13, All out the form below, and click Send Application when you are through. I yvou
lave already been azsagned a user 11, you will be prompted to convert that 1D to an Independent user 1D, 15 yon have
e been nasigned a user I ver, an 1D will be assigned and matled to you The passwoerd will not be disclosed, so make
sure you remember it

Aol remember:
Warninp’ Miswse of Federa ybrmation of tis Web sue fails aeder the proviions of Ticke 08, Dimed Snomes Coole, section N This kaw
apecifler perliier for exoeeding autharined aocens, alferarion, domape o denbruction of imforsnetion realaing on Pedern Compaders.

First Name:

Middle Initial:

Last Mame:

Sockal Security Number: - -

Provide vour e-mail address.

o [nchude your e-mail user name, the (@ sign ad [servicename comfedwforg metfete | For example:
Jsmithidaol.com, johndoeaadvoorg, fdbidaa prodigy.com.

E-mail |
Auldress:

Choose a Password,

o Youwill enter your password each time you use this service. Your password ghould be 6 characiers i lengih and
ahriild be comprised of letiers and numbers (for cxample, brad&3 ). Do nof nse punetiation or special charactons,

it Your password will be recorded EXACTLY as vou type it, so make a note if you emer in apper and

lovwvier casa.

Password:
Re-enter Password for Verification:
Muother's Malden Name

* Flease provide this information for future verification when procesing password resel requests.

Mother's Maiden Name:

[ Send Application ||| Clear Fislds |

Figure 0-7 Independent User Registration Form
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Regular USER’s Quick Reference Manual

User Login Weuting | mall | heip | oearch | bese
Registration
Assignment of Roles and Actions

Registration and Login

1. Open Netscape web browser (Netscape 4.76). Before you proceed, have you
visited the Who Am I? Section 0.1.1 in the User’s Manual? Understanding this
information will be essential for the registration process and using WASS.

2. Enter the following URL address: www.hud.gov/offices/reac/online/reasyst.cfim
to access the login page to WASS.

3. Select  Onkne Regstration to begin the registration process.

4. Select Multifamily Housing Entity, Public Housing Agency, or Independent User
for the next step in the registration process.

5. Select User for the Application Type and complete the remainder of the
information. All information is required.

6. E-mail — Ensure you provide a valid E-mail address. This address will be used
by some systems to send you correspondence. It is also used by WASS to send
you a new password in case you forget your password and need it reset sometime
in the future.

7. Password — This will be the password you use to Login to WASS Secure
Connection. The password should be a “strong password” containing a
combination of characters, numbers and special characters. The password must
be a minimum of 6 characters and a maximum of 8 characters.

8. Mother’s Maiden Name — The mother’s maiden name (or some other “secret”
word) is used in part of the verification process when you need to have your
password reset by the Help Desk. You also use this in the verification process
when you process an online “Reset Password” request. You must remember this
word so that you will be able to have your password reset if required.

9. Notification — Your User ID for Login is established the evening of the day you
register as a Regular USER. Notify your Coordinator that you have registered.
Your Coordinator will retrieve your User ID and assign you privileges (roles and
actions) on the systems you will access. There is no written notification of your
successful registration.

10. Contact your coordinator for your User ID.

11. Login to WASS using your User ID and the password you created during
registration. On the WASS Main Menu select the link to the system you need to
use.

At time of registration, Regular USERs will have access to a set number of systems and
roles and actions reserved for external HUD users. Your Coordinator will assign access
privileges to systems after your successful registration. The systems available for your
Coordinator to assign to you are based on the information from your registration form.
The systems that are available to external Regular Users at registration are shown in
Table 0-3. For example, if your Coordinator entered a Tax Identification Number (TIN)
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for your Business Partner, then the systems available for assignment of a property are
APPS, LASS, PASS, SASS, LOCCS, TRACS, FASSUB, M2M, QASS, TASS, and
REMS.

Table 0-5 Systems Available to Regular USERs

Property Assignment Contract Assignment of Property Assignment of

of Systems (TIN Nos.) Systems (PHAID)
Systems (TIN Nos.)

LOCCS REMS FASSUB

LASS M2M TRACS LASS M2M
PASS QASS Contract Assignment of PASS QASS
SASS TASS Systems (PHAID) SASS TASS
LOCCS REMS REMS LOCCS REMS
TRACS FASPHA TRACS FASPHA

NASS MASS NASS

RASS

Your Coordinator will assign you roles and actions to enable you to do your work. The
current list of roles and actions are documented in Appendix B. The first stop for
information about access to WASS is your Coordinator. If your Coordinator cannot
assist you, telephone or E-mail the Help Desk that services the system you are using or
want to use. Individuals at the help desk will answer your questions or refer you to a
System Administrator about issues related to the applicable system.

Table 0-6 Help Desk Contact Information by System

Help Desk Systems Telephone/E-mail Address
Technical Assistance | FASSPHA, FASSUB, (888) 245-4860.
Center MASS, NASS, PASS, E-mail: Select “Contact Us” on the REAC
QASS, RASS, SASS, Online Web Page
(LOCCS)
Multifamily Help APPS, M2M, MDDR, (800) 767-7588
Desk REMS, TRACS E-mail: Real Estate <GMT@HUD.GOV
FHA Connections LASS Contact FHA Connection
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2 SYSTEM SUMMARY

The Web Access Security Subsystem was developed to centralize the secure connection
and secure access to HUD systems. Regular USERS initiate contact with the system
through their desktop web browsers using the Internet or the HUD Intranet. The network
connection (Internet or Intranet) puts the user in connection with the PIH-REAC web site.
For external Regular USERS, the first step is online registration to obtain a User ID.
Once a User ID is issued, the user can login and access systems with the set of privileges
assigned at registration.

2.1 System Configuration

WASS processes registrations with the assistance of FHA Connection. And CENCOR
mails registration forms to Business Partners. WASS is the first stop when you Login. It
manages your Secure Connection and Secure Systems access. These relationships are
portrayed in Figure 2-1.

WASS 3.0.0.0 Relationships

FHA Connection
(Supports Processing of
Registrations and uses Security Sends Authorizations

LASS) / Letters

WASS

3.0.0.0

Business
Partners
PIH-REAC MultiFamily

Subsystems Subsystems @

’ Coordinators ‘

Figure 2-1 WASS Relationships and Functions

2.2 Data Flows

WASS 3.0.0.0 serves as a complex filter that sets a framework for different users to
access the systems and carry out their functions on behalf of HUD Business Partners and
HUD.

Most of the privileges available to external Regular USERs are associated with the
transmittal of information to HUD about HUD related business activities in the field.
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Data flows from the external Regular USERS to HUD and is stored by and processed in
one or more systems. Most of the functionality in WASS is the looking up of
information stored in various tables to tell the security subsystem who you are, where you
can go, and what you can do when you get there. It also keeps track of all the changes
that Coordinators make to property assignment, business partner assignment, PHA
assignments, roles, and actions. For Coordinators, these filters are presented to the user
in a series of windows. Regular USERS will only see the windows and the information
selected for them by their Coordinator.

Table 2-1 Data Bases Users and Their Privileges

Table Description

HUD systems addressed by
WASS

A reference table of HUD’s secure internet and intranet systems.

System Actions that define user
rights

A reference table of system actions that are used to define user rights to
Secure Systems data and functionality.

The names of people who can
access systems through

A HUD trusted business partner, employee, or contractor that has been
granted the authority to access Secure System.

WASS

User Rights The definition of a user’s system rights in terms of one or more system
actions.

User Roles A functional position that is used to categorize system users

Assignment of Roles to USERS

The assignment of a specific role to a given user

System Groups that are used to
assign system rights

A reference table of system groups that are used to categorize users for
purposes of assigning system rights.

Actions for system groups

The definition of a system group in terms of one or more system actions.

USERS and Business Partners

A Secure Systems user’s association to the trusted business partner under
which he/she registered for a User ID.

A secure System Coordinator may be associated with multiple trusted
Business Partners.

Property Assignments The assignment of a user to a property in a specific role.

Assistance Contract The assignments of a user to assistance contract in a specific role.

Assignments

PHA Assignments The assignment of a user to a Public Housing Authority (PHA) in a specific
role.

Participant Assignment The assignment of a user to a participant in a specific role.

Password and Registration
Activities

A transaction request for LDAP server, which may be a password change,
user reinstatement, user termination. A transaction request may also be for
resending a Secure Connection registration letter.

User Group Assignments

The assignment of a user to a specific system group.

Definitions of Roles Linkage to
Actions

The definition of a role in terms of one or more system actions.

User’s Manual

Page 2-2




2.0 System Summary

2.3 User Access Levels

The Secure Systems screen is divided into two sections - Systems and System
Administration. Determine Access Rights is the process that decides what system links
and what system administrative links are displayed on the Secure Systems screen. Links
to the systems for which a user has access rights are displayed under Systems. System
administrative links for which a user has access rights are displayed under System
Administration.

It is the responsibility of Coordinators/System Administrators to perform system
administration functions that establish system access for their USERS. Before they can
set access rights for any of their USERS a Coordinator must first establish himself or
herself as the Coordinator/System Administrator. This is accomplished through User
Maintenance - Maintain User Profile in which the Coordinator/System Administrator
selects the desired system(s) to be accessed (see Maintain User Data section for
explanation of this function). The systems selected under a Coordinator/System
Administrator’s user profile determine what system links are displayed on the Secure
Systems screen for the Coordinator/System Administrator. The system links displayed
for USERS depend upon the roles assigned to the User by his/her Coordinator/System
Administrator through User Maintenance-Maintain User Profile (see sections 4.2.4 and
4.2.6 for explanation of this function).

2.4 Contingencies and Alternate Modes of Operation

WASS has extensive redundancy. This means that as long as the systems are available,
you can rely on WASS to be operational. There are no alternative means to access the
various systems should WASS be unavailable.
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1 GENERAL INFORMATION

The Web Access Security Subsystem (WASS) Release 3.0.0.0 User’s Manual provides the
information and procedures that are required by external Regular USERS. Quick Reference
sheets in Section 0 facilitate a Coordinator’s or Regular USER’s access by providing the
minimum steps required to access the systems. More extensive information about all system
administration is available in the Maintenance Manual provided to each Super Administrator.
The User’s Manual provides the specific information especially for external Regular USER of
WASS to navigate the Secure Connection and Secure Systems and to understand the decisions
that will facilitate their use of one or more HUD systems.

Regular USERS are individuals who work with trusted partners, HUD employees, or are
contractors who work with HUD. Those who work with trusted partners are called Coordinators
and Regular USERS. HUD employees and contractors are individuals who help administer and
provide support to the Coordinators and Regular USERs. Some of these individuals are System
Administrators, Technical Assistance Center (TAC) Users and a few Super Administrators.
Others are Internal Regular USERS who access the system through the HUD Intranet.

1.1 System Overview

The User’s Manual provides information on how best to use Web Access Security Subsystem
(WASS) Release 3.0.0.0, a major release of the security interface for access to 20 or more
Housing and Urban Development’s systems. It seeks to provide an approach to demystifying
WASS 3.0 so thousands of individuals who access the systems can do so more effectively.

Table 1-1 Objectives for Web Access Security Subsystem

Objectives for Web Access Security Subsystem

Provide HUD’s trusted Business Partners and internal HUD users a means for requesting access to
HUD’s Secure Systems.

Provide secure access to HUD’s secure systems environment from the Internet.

Provide secure use of the applications available via HUD’s secure systems environment.

1.1.1 Secure Connection and Secure Systems Components

WASS consists of a Secure Connection component and a Secure Systems component. These
components provide an overall security umbrella for thousands of Regular USERS of HUD
systems.

The Secure Connection component of WASS includes online registration forms that are
accessible via the World Wide Web, and are used by HUD’s trusted Business Partners to submit
requests for the authority to access secure systems that reside behind HUD’s firewall. The data
captured by the Secure Connection registration pages is used to establish authorized users on the
Lightweight Directory Access Protocol (LDAP) server. Secure Connection provides system
level security by validating users against the LDAP server prior to providing them access to
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HUD’s Secure Systems environment from the Internet. Users are validated by capturing their
user identifications (IDs) via the Netscape authentication box that is displayed upon connection
to the LDAP server. Upon a user’s valid entry into HUD’s secure systems environment, control
is passed from Secure Connection to Secure Systems, which enforces application security as
described below.

The Secure Systems component of WASS is comprised of the Login page, the Main Menu page,
and the System Administration application that collectively provide application level security to
the Internet and Intranet applications integrated under WASS. The Secure Systems Login page
captures Intranet user IDs that are used to validate user authorities in terms of application access
and use. The Secure Systems Main Menu provides Internet and Intranet users with hyperlinks to
the one or more secure systems to which they have authority. The System Administration
application provides authorized Internet and Intranet users the capability to define and maintain
user rights to data and functionality within one or more secure systems.

External Regular USERS and Coordinators Register Online

Coordinators and Regular USERS register on line. The registration form (See Figure 1-1 and
Figure 1-2) for Coordinators and Regular USERS is the same except that each selects the
appropriate Application Type — Coordinator or User. Registrations are processed over night and
Coordinator User IDs are sent to the Business Partner the next day by mail. Regular USER IDs
are also generated overnight and can be obtained from the Coordinator the next day.
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PH r'\

Coordinator and User Registration

To apply for a Svstem Coordinator 1D, check the "Coordinator” radio batton, 11 out the form below, and click Send
Application when yoeu are throngh. Upon verification of the information below, an 1D will be assigned and mailed io
the Executive Director of the PHA specified below. The password will ot be disclosed, so make sure vou remembser
!l

Ta apply for a regalar User I, check the *User™ radio butten, Gl out the form below and click Send Application when
wourare throngl. Upon verification of the infommation below, a user 1D will be assigoed, ood the System Coordinator of
the PHA specified Felow will retrieve the wser [D. The password will not be disclosad, se make sure you remember i1

A remember:

fine of Fesheral (frmation of this Peb sie fafls omder e proviion of Tinke 1, United Stores Code, section 050, This daw
specifler peranties for excesding auarined aocess, alferarion, demape ar denbuctian 5 imorsnetlan reakding on Federa Costpalers.

Application Type: [ERRF TS RIETTS ]

First Name:

Middbe Iniial:

Last Mame:

Soctal Security Number: - -

Organization Information

« Provide the name of the Public Housing Authority vou repeesent
o Provide the Mumber of the Pablic Housing Authorty you represent

Organization Mame:
Organization 1D:

Provide vour e-mail address.

o Inchude your e-mail wser name, the (@ sign and [servicename comfedwiorgmet’ete | For example:
Jsmithiaaol. com, johndoedadvoorg, hfdbidai prodigy. com.

E-mail |
Address:

Choose a Passwaord.

« You will enter your password each time you use this service. Your password should be & characters in lengih and
sleould be comprised of letters and numbers (for example, brad&3 ). Do not use paneteation or special characters.
Important: Yoeur password will be recorded EXACTLY as you type i, 8o make a note i you enter i apper and
BRiET caso,

Figure 1-1 Online Registration

Passward:
Re-enter Password for Verification:

Mother's Maiden Name.
» Please provide this information for futwre verification when processing password reset requests.

Mother's Maiden Name:

[ Send Application || Clear Ficlds |

Figure 1-2 Online Registration (Continued)
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The registration process is the key first step in the assignment of system access and assignment
of privileges. Table 1-2 provides a summary about how privileges are assigned in the

registration process.

Table 1-2 Assignment of Privileges for External Regular USERS

User Type Registration Process Assignment of User 1D Privileges
User (Participant, Apply Online WASS is responsible for | Assigned by
Expected Participant, generating the User ID. Coordinator
AQA contractor, The Coordinator retrieves
Appraiser, Includes User User ID and provides
for Trusted Partner, User ID to Regular
Independent User) USER
User (Inspector) Registration done during | By Training Organization | Assigned by
Training Inspector
Coordinator
Coordinator for Coordinator status By Training Organization | Assigned by self
Inspectors establisher by Business
Partner
Coordinator (Includes Apply Online WASS is responsible for | Assigned by self
Participant (Trusted generating the User ID.
Partner), Expected Letter with the
Participant (Organization Coordinator’s ID and the
applying for Trusted activation number mailed
Partner Status, AQA to Business Partner
Contractor)
BPR Coordinator Indicates online need for | Initiates request to system | Assigned by self
assignment to one or and a unique activation
more additional Business | code is sent to the
Partners Business Partner and
through the Business
Partner to the BPR
Coordinator
Lenders Apply to FHA FHA Connection Assigned by FHA
Connection Connection

1.1.3 Internal/Intranet Access to WASS

Over 2000 of HUD users are internal Regular USERS who use the HUD Intranet. Table 1-3
summarizes the assignment of internal USER privileges during the registration process.

Table 1-3 Assignment of Privileges to Internal Regular USERS

User Type Registration Process Assignment of User 1D \ \ Privileges
Technical Assistance Apply to ADP Security Assigned by ADP Security Set by WASS Super
Center Administrator
System Administrator Apply to ADP Security Assigned by ADP Security Assigned by self and/or
WASS Super
Administrator

Super Administrator Apply to ADP Security Assigned by ADP Security Assigned by WASS Super
Administrator

User Apply to ADP Security Assigned by ADP Security Set by System
Administrator of specific
systems or by a Super
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User Type Registration Process Assignment of User 1D \ \ Privileges
Administrator
Guest None None Access for info only to

certain systems.

Intranet/Internal Users are HUD Employees and HUD Contractors who access HUD/PIH-REAC
systems through HUD’s Intranet. These users must obtain their system ID from the ADP Security Office
rather than the Online Registration available on the Internet. The success of the registration process

depends on a complete registration process and meeting the registration requirements as described in
Table 1-4.

Table 1-4 Registration Requirements

Requirement Description

REGISTRATION

The CEO or Executive Director of every trusted Business Partner must designate a Coordinator to serve as his/her
representative in controlling access to the system and performing other system administration functions.

There will be a limit of two Coordinators for a particular trusted Business Partner.

A registration application must indicate whether application type is User or Coordinator.

Every application must provide the applicant’s first and last name. Middle initial is optional

Every application must provide the applicant’s social security number

A PHA application must provide the name of the PHA organization the applicant represents.

A PHA application must provide a valid PHA organization number of the organization the applicant represents.
Every application must provide a six character password

Every application must provide the maiden name of the applicant’s mother.

Only one user ID may be generated for the same user. A user ID is uniquely identified by a user’s SSN.

The Coordinator is responsible for informing REGULAR USERS of their user ID.

A multifamily application must provide the name of the HUD-registered Organization or Individual the applicant
represents.

A multifamily application must provide the Tax Identification (TIN) or Social Security Number of the HUD-
registered Organization or Individual the applicant represents.

A multifamily application must specify whether the HUD-registered entity they represent is an organization or an
individual.

The TIN submitted on a multifamily application must be a HUD approved Business Partner.

The PHA organization number submitted on PHA application on must be a HUD approved Business Partner.

An appraiser must be a HUD approved Single Family Appraiser in order for his/her registration application to be
valid.

An AQA contractor must be a contractor of record with HUD in order for his/her registration application to be valid.

1.1.4 Registration Process

WASS provides the front door security for over 20 HUD systems. The various systems have a
large number of rules that govern how thousands of Regular USERS and Coordinators can gain
access to one or more of the systems and exercise one or more roles and actions as part of that
portion of their business process.

Fortunately, Regular USERS only need to know those roles and actions that affect them directly.
This User’s Manual uses a number of different perspectives on the information about WASS to
allow each Coordinator and each user to access that information necessary to manage access for
themselves and those other Regular USERS for which Coordinators are responsible.
Coordinators have the responsibility to manage the type of access that Regular USERS need.
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The next series of tables seek to summarize the process after registration and how registration
influences the options and the range of access to systems, roles and actions. These are decisions
that a particular Coordinator can make for those functions depending on whether you are
working for a Business Partner with a Tax Identification Number or a PHA Number.

Table 1-5 Access to Systems Based on Registration Information

Factors Influencing Systems Available to Who Can Assign or Modify
Assignment of Systems at Coordinators to Assign to Assignment to Systems
Assignment of User ID Regular USERS
Property Assignment with TIN APPS FASSUB Assigned at Registration Processing
LASS M2M Managed by Coordinator
PASS QASS Modified by Super Administrator or by
SASS TASS System Administrator of specific
LOCCS REMS system
TRACS
Contract Assignment with TIN LOCCS REMS Assigned at Registration Processing
TRACS Managed by Coordinator
Modified by Super Administrator or by
System Administrator of specific
system
Property Assignment and Contract APPS FASSUB Assigned at Registration Processing
Assignment with TIN LASS M2M Managed by Coordinator
PASS QASS Modified by Super Administrator or by
SASS TASS System Administrator of specific
LOCCS REMS system
TRACS
Property Assignment with PHA ID APPS FASSUB Assigned at Registration Processing
LASS M2M Managed by Coordinator
PASS QASS Modified by Super Administrator or by
SASS TASS System Administrator of specific
LOCCS REMS system
TRACS FASPHA
MASS  NASS
RASS
Contract Assignment with PHA ID LOCCS REMS Assigned at Registration Processing
TRACS FASPHA Managed by Coordinator
MASS  NASS Modified by Super Administrator or by
RASS System Administrator of specific
system
Property Assignment and Contract APPS FASSUB Assigned at Registration Processing
Assignment with PHA ID LASS M2M Managed by Coordinator
PASS QASS Modified by Super Administrator or by
SASS TASS System Administrator of specific
LOCCS REMS system
TRACS FASPHA
MASS  NASS
RASS
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1.1.5 DETERMINE ACCESS RIGHTS

It is the responsibility of Coordinators/System Administrators to perform system administration
functions that establish system access for their Regular USERS. Before they can set access
rights for any of their Regular USERS a Coordinator must first establish himself or herself as the
Coordinator/System Administrator. This is accomplished through User ID Maintenance -
Maintain User Profile in which the Coordinator/System Administrator selects the desired
system(s) to be accessed (See Sections 4.2.4 and 4.2.6 for explanation of this function). The
systems selected under a Coordinator/System Administrator’s user profile determine what
system links are displayed on the Secure Systems screen for the Coordinator/System
Administrator. The system links displayed for USERS depend upon the roles/actions assigned to
the User by his/her Coordinator/System Administrator through Maintain User Information (see
Maintain User Data section for explanation of this function).

The Secure Systems screen is divided into two sections - Systems and System Administration.
Determine Access Rights is the process that decides what system links and what system
administrative links are displayed on the Secure Systems screen. Links to the systems for which
a user has access rights are displayed under Systems. System administrative links for which a
user has access rights are displayed under System Administration.

1.2 WASS Integrates Data Flows from Other Systems

WASS is a strategic system and manages access to security information and communicates about
user notification. It ensures that the registration process results in the creation of a User ID,
assignment of privileges and notification to Business Partners. WASS is the secure connection
for HUD systems managed by the Office of Public and Indian Housing - Real Estate Assessment
Center (PIH-REAC) and Multifamily. The ownership of the systems is displayed in Table 1-6.

Table 1-6 Systems Accessed through WASS

System System Name Internet|Intranet|System

Code Owner

ADM Administration of Secure Systems v v PIH-REAC
APPS Active Partners Performance System v v Office of MFH
DAP Development Application Processing Office of MFH
DQIS Multifamily Data Quality Information System v Office of MFH
FASS Financial Assessment System v PIH-REAC
FASPHA Financial Assessment System — PHA v PIH-REAC
FASSUB Financial Assessment Subsystem Submission v PIH-REAC
LASS Lender Assessment Subsystem v v PIH-REAC
LOCCS Line of Credit Control System v Office of MFH
M2M Market-to-Market v v Office of MFH
MASS Management Assessment Subsystem v v PIH-REAC
MDDR Multifamily Delinquency and Default v v Office of MFH

Reporting
MFCS Multifamily Insurance Claims System v v Office of MFH
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System System Name Internet|Intranet|System
Code Owner

NASS Integrated Assessment Subsystem v v PIH-REAC
PASS Physical Assessment Subsystem v v PIH-REAC
QASS Quality Assurance Subsystem v v PIH-REAC
RASS Resident Satisfaction Assessment Subsystem v v PIH-REAC
REMS Real Estate Management System v v Office of MFH
REMSEC Enforcement Center Contractor REMS v Office of MFH
SASS Single Family Appraisal Subsystem v v PIH-REAC
TASS Tenant Assessment Subsystem v PIH-REAC
TRACS Tenant Rental Assistance Certification v v Office of MFH

1.3 Project References

Table 1-7 Project References

References Location
Web Access Security Subsystem (WASS) Richard Dean, WASS Project Manager
Release 3.0 System/Subsystem Specification
(SSS) December 2001.
WASS Release 3.0 Updated Functional Richard Dean, WASS Project Manager

Requirements Document (FRD), October 2001

WASS Software Project Management Plan, April | Richard Dean, WASS Project Manager
2002

WASS Video Training 2000 Bill Thomas

1.4 Authorized Use Permission

Misuse of Federal Information through the HUD Secure Connection web site falls under the
provisions of title 18, United States Code, Section 1030. This law specifies penalties for
exceeding authorized access, alterations, damage, or destruction of information residing on
Federal Computers.

System Administrators and Super Administrators have access to an audit trail database that
records the details of access and access changes made by Coordinators. The information from the
audit trail log is available to support reviews of activities. Details about quality assurance
procedures are not included in this User’s Manual. Table 1-8 and Table 1-9 provide a
description of the information that is collected and stored for at least 30 days.

Table 1-8 Audit Trail Information Available to System Administrators

Data base of all transactions by User ID — maintained for at least 30 days

User attempts a login (i.e., internet, intranet)

User login fails

User Login successful

User account locked because the number of failed attempts exceed the allowable number
User changed their password
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Someone reset a user’s password

Someone unlocked/reactivated a user account

Someone locked/terminated a user account

WASS locked a user account because of inactivity

WASS/FHA Connection created a user account

WASS/FHA Connection changed the content of a WASS table in the HEREMS database
Some deleted a user account

Table 1-9 Description Requirements for Audit Trail

Date/time of activity/change

Type of action (database, login, password, account, registration)
Requested action (insert, update, delete, select, attempted, failed,
successful, etc.)

User ID performing the action

Table name

Column name

Row (combination key)

Value

Program performing the action

1.5 Points of Contact

1.5.1 Information

Coordination of access information is the responsibility of Coordinators, the respective help
desks, System Administrators, and Super Administrators. Information is shared among them
about the success of WASS. This information can impact procedures in future releases of WASS
and User’s Manuals.

1.5.2 Coordination

Web Access Security Subsystem depends on its online nature to administer the security aspects
of accessing HUD systems for the over 40,000 Regular USER. The people connection for
WASS is through the respective help desks.

1.5.3 Help Desk
Table 1-10 Help Desk Contact Information

Help Desk Systems \ Telephone/Email Address
Technical Assistance Center FASSPHA, FASSUB, (888) 245-4860.
MASS,NASS, PASS, QASS, Email: Select “Contact Us” on the
RASS, SASS, (LOCCS), PASS- PIH-REAC Online Web Page
CLA
Multifamily Help Desk APPS, M2M, MDDR, REMS, (800) 767-7588
TRACS Email:
Real Estate MGMT@HUD.GOV.
FHA Connections LASS Contact FHA Connection
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1.6 Organization of the Manual

The WASS User’s Manual serves a diverse audience. Most Regular USERS have limited
responsibility for system administration. For these Regular USERS, the objective is to provide
them the necessary information to function as Regular USERS and to have conversations with
Coordinators about changes in the assignment of properties and the assignment of roles and

actions.

Coordinators have extensive system administration responsibility and have a much larger
responsibility for the operation of the Secure Connection and the Secure Systems. Coordinators
do not all have the same privileges, but the similarity of their function makes it possible to

address them as a group.

Systems Administrators are another key group because these are primarily the individuals who
provide system administration for the systems. They tend to have more system administration

responsibility than Coordinators.

A handful of individuals are Super Administrators. These individuals exercise the full range of
system administration roles that were described in the system overview. They also assume new
responsibilities under WASS 3.0.0.0 for submitting SQL scripts for assignment of systems,
system privileges, and reports from security transaction log. These are described in the WASS

Maintenance Manual.

1.7 Terms and Abbreviations

Table 1-11 Terms and Abbreviations

Terms

Definitions

Coordinator

External user that does system administration
for trusted Business Partner

Coordinator for BPR (Business Partner
Relationship)

A Coordinator that has an added role for
coordination for another Business Partner.
This individual is not the original Coordinator

System Administrator

Internal user who does system administration
for one or more HUD system (s)

Super Administrator

Internal user who performs all system
maintenance functions

Technical Assistance Center (TAC) User

Internal user who works for the help desk

User

External user who works for one or more
Coordinators for one or more trusted partners

Section 508

June 2001 law that requires that individuals
with disabilities be able to access web
information with Assistive technologies

Lightweight Director Access Protocol (LDAP)

Maintains the directory and Access Control
Lists (ACL) for Internet USERS

Access Control Lists (ACL)

Controls what directories on the web server a
user reads
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Table 1-12 Abbreviations and Acronyms

Acronym/Abbreviati | Definition

on

ADM Administration of Secure Systems

APPS Active Partners Performance System

BPR Business Partner Relationship

CLASS Comprehensive Lead Assessment Subsystem
CMM Capability Maturity Model

CSC Computer Software Component

DQIS Multifamily Data Quality Information System
DR Deficiency Report

FASPHA Financial Assessment Subsystem — PHA

FASS Financial Assessment Subsystem

FASS-PHA Financial Assessment Subsystem — PHA
FASSUB Financial Assessment Subsystem Submission
FRD Functional Requirements Document

FTS Functional Test Scripts

HEREMS Housing Enterprise Real Estate Management System
HUD U.S Department of Housing and Urban Development
HUDweb Department of Housing and Urban Development’s (HUD’s) Intranet
ID Identification

LASS Lender Assessment Subsystem

LDAP Lightweight Directory Access Protocol

LOCCS Line of Credit Control System

M2M Market-to-Market

MASS Management Assessment Subsystem

MDDR MF Delinquency and Default Reporting

MFCS Multifamily Insurance Claims System

MFH Office of Multifamily Housing

NASS Integrated Assessment Subsystem

PASS Physical Assessment Subsystem

PIH Public and Indian Housing

SASS Single Family Appraisal Subsystem

REAC Real Estate Assessment Center

RASS Resident Assessment Subsystem

REMS Real Estate Management System

TAC Technical Assistance Center

TASS Tenant Assessment Subsystem

TRACS Tenant Renewal Assistance Certification System
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